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Abstract
It is an established fact that Malware attacks are the most prominent form of cyber-attacks that

could bring down any cyber-physical system. The mitigation of such attacks to cyber-physical
systems relies on evolving detection systems that change with the realization of newer malware
families and their related sub-classes. The objective of this work is to obtain a better
understanding of the signatures that define families and sub-classes of malwares and propose a
framework that scales to the volume and velocity at which newer malwares are created and
evolve. We believe that these signatures manifest as code and it is these signatures that help
characterize the evolution of malwares that generate new malwares. Related research in the area
largely relies on a static definition of signatures and known counter measures have been rendered
ineffective due to the sheer velocity of malware that are generated. In this work, we focused on
the rootkit family of malwares that have produced an exploratory analysis to establish our
hypothesis that there exists a hierarchical relationship between features and signatures of
malware families. Our framework uses an n-gram approach to extract features from samples raw
malware executables. This results in a high dimensional feature space, far exceeding the number
of samples. The specific aim of this dissertation therefore includes feature selection, feature
weighing and ranking — using both filter and wrapper based approaches. The dissertation is about
establishment of hierarchical relationship amongst features and emphasizing on the conservation

of these hierarchical features across related families of malwares.
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We believe that rootkits offer the concealment of most complex variety of malware forms, by
preventing the malicious processes that activate the malware to be read. The rootkit datasets used
in this work were to demonstrate the underlying applicability of the techniques and to evaluate
their efficacy in a contained class environment (hence minimizing the effect of external
systematic factors that can influence a malware class formation).We thus report the framework
yielded a performance estimate of 94% (accuracy). Furthermore, the proposed bi-clustering
schema has the potential to find association amongst features across multiple classes stemming
from multiple families of malwares. In conclusion we believe that the underlying feature
extraction and hierarchy organization computational schema presented in this dissertation can be
applied to multiple families of malwares, including but not limited to, the ones that are

encountered in rootkit environments.
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Chapter1 Introduction

Standalone computer as well as network system with useful information are constantly under the
threat of being infected by software which tries to malign the working of the system under
consideration or steal important information. Malware is a collective term given to those
software which are a combination of the words ‘malicious’ and ‘software’. These software are
designed with an intent to enter the system, disturb its working/operations and gather information

from it without the permission/knowledge of the authorized user of the system.

Malicious softwares/ malwares disguise themselves in the form of non-harmful files and
establish themselves on the target system. The malware displays its malicious activity when the
disguised non malicious file is executed. A malicious file attaches itself as an executable files or

. . . . ™
as a script running on internet browsers or as an activeX " control file.

Malwares are disguised in form of non-malicious files which come into effect when the file is
being used. It can attach itself as an executable file, a script running on an internet browser, or an
activeX™ control. Malwares either infect a host file or system area, or they simply modify a
reference to such objects to take control and then multiply again to form new generations(Szor
2005). Once a malware enters into a system, It is capable of checking the surfing habits of the
user, spying on the logging password by observing the key strokes, sneaking into read/unread
mails, hacking the web browser and connecting web pages containing user details to
unauthorized websites and variety of other malicious activities. A malware can be as simple as
an annoying pop up to as serious as damaging the system and stealing/erasing information from
the system. The problem of Malware attacks has a long history and it dates back to the days
when popular operating systems had introduced computers in our living rooms. Some of the

earliest malwares and the problems they created are summarized in Table 1.1.
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Table 1.1: Malwares in early 90's

Source: http://www.cs.cornell.edu/info/people/jgm/lang-based-security/maliciouscode.pdf

Malicious Code

Date

Category

Explanation

Thomson’s Compiler Trick

1984

Trojan
Horse

A C program compiled into
other programs. This was
developed by Ken Thompson.

Morris Worm

1988

Worm

Affected nearly 6000
computers on the internet in the
year 1988.  Worm  was
developed by Robert Moris Jr.

Java Attack Applets

1996-1999

Mobile
Code

Targetted applets in the Web
sites by taking advantage of
flaws in the Java security
model to carry out attacks

ActiveX (scripting)

1997

ActiveX
(scripting)

Decried by security
professionals, Microsoft’s
ActiveX system introduced
grave security risks by relying
on user’s discretion and
judgment.

Attack scripts

1998

Offensive
Code

Crackers called “script kiddies”
download malicious code from
the Internet and ran it against
any number of targets. Most
common attack: buffer
overflow.

Back Orifice

1998

Offensive
Code

Remote  control  program
installed on Windows machines
by crackers.

CIH

1998

Virus

A particularly dangerous virus
that attacks BIOS in PCs. Ran
rampant in Asia before being
contained

Happy99

1999

Virus

A widespread virus infecting
Microsoft PCs.

Explore.Zip

1999

Worm

An e-mail borne worm that
exploited problems in
Microsoft Windows to
propagate.
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Melissa 1999 Virus The second fastest spreading
virus of all times used e- mail
to propagate. Infected over 1.2
million machines in a few

hours
Trinoo (and other DOS 2000 Remote The highly-publicized denial of
scripts) Control service attacks of February
Attack 2000 were carried out by
Script remotely-planted agent
programs
Love Bug 2000 Mobile The fastest spreading virus of

Code Virus | all times used VB script and
Microsoft Outlook mail to
propagate. Caused an estimated
$10 billion damage.

In the recent past, widely publicized attacks suggest that the malwares are becoming a critical
problem for the industry, government, and the individuals. Malware attacks have occurred across
the industries globally and have hampered the working of the same. Redirecting of websites of
major news agencies like BBC™, New York Times™ (Hern 2016), stealing millions from
banks(Olenick 2016), modifying records of patients in hospitals(LaChance 2016) are very few
instances of the damage being done by the malwares. Some of the signs that let the users know

that a malware has entered into their personal computers are:

1. Number of pop-up advertisements increases suddenly.
ii.  Response time to a command on operating system is very long and increasing
significantly.
iii.  No. of spam mails on the email increases..
iv.  Contact list receives emails without user’s knowledge.
v.  Home page on your browser changes without you doing that.
vi.  While trying to access a web page in your favourites list, another web page appears that
contains advertising or content that encourages you to enter your personal information.
vii.  Computer completely crashes.
viii.  Unable to access your antivirus program to remove the malware.

15



1.1 Malware Families
In normal routine, most of the malwares are referred to as viruses. In case of systems showing

any of the above mentioned symptoms, it is referred to as a virus attack. But not all ‘virus
attacks’ are caused by viruses. Based on the way they enter into the system, way they execute
and the damage they can cause, malwares are categorized into different families/types.

Categorization into malware families is also done on the basis of following parameters:

1) Amount of code sharing

i1) Language used to develop the malware
i) Malware using the same Libraries

iv) Way the packing of the malware is done

As per Microsoft ™, there exist close to 200 families of malwares. Following is a detailed
explanation of major malware families.

Computer Virus:

Most commonly used malware to attack a computer system is the Computer virus. For both
standalone and network systems, virus attacks are the most prevalent and discussed in the
fraternity of cyber security. A computer virus slows down and degrades the working of a
computer system by gaining unauthorized access to the system. It replicates, deletes, modifies
the stored data of the system or consumes the resources namely CPU, processor thus degrading

the working of the host computer system.

Viruses attach themselves to a particular existing file in the host system and replicate. When the
infected file is shared across the system of computers (copying the file or over network), it
spreads to the compromised computer system also. Virus attaches itself to a file which is part of

the executable file that seems to be a legitimate part of the program..

The modus operandi of a virus is that it attaches itself to a benign legitimate executable file in the
computer system. When this legitimate program is executed, the virus performs the malicious act
that it is designed for. Without attaching itself to a benign executable file, the virus cannot

perform the intended malicious task.

Viruses are of two types: resident and non-resident viruses. Non-resident viruses are rendered

inactive when the execution of the benign executable file to which it has attached itself stops. It

16



returns the control to the host program i.e. the file to which it has attached itself. A non-resident
virus infects the files which are being executed at the same time instance when the infected file is

being executed thus spreading itself.

But in case of resident viruses, the virus starts replicating itself when the host program is
executed. The replication of the virus consumes the CPU processing time and memory of the
infected computer system. The virus keeps waiting for an opportunity to infect other benign files
and remains active in the memory for this purpose even when the host program has stopped or

completed its execution.

Computer viruses are known to cause destruction of data and software programs. In some cases,
a virus may do nothing other than just replicating itself and thereby consuming the valuable
resources in terms of CPU and memory of the system. This malicious act of the various leads to

the degradation of the computer.
Trojan horse:

Disguising itself as an important and legitimate software application, a Trojan horse or simply
called Trojan infects a computer system. It gains the trust of the computer user (front end user) ,
and attains the permission to access the computer system. Once the permission to access the
compromised system is provided to the Trojan, it further grants these privileges to the
unauthorized users or hackers waiting to steal important information from the system. These
malicious software entice the user to install the application on the system by projecting it very

useful like cleaning the temporary files, increasing RAM speed etc.

Trojan does not require any host file to attach itself and then launch its malicious act. It simply
bluffs the end user to gain access of the computer system. Once it is there, it works on its own to

exploit the computer system.

A popular example of a Trojan is the DNS Changer Trojan. The DNS Changer is designed to
hijack the DNS servers of the victimized computers. It is distributed by some of the rogue

pornographic websites as a video codec needed to view online content.
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A Trojan causes a wide range of damages to the compromised computers system which
comprises of stealing passwords along with login details, money theft via unauthorized online

transactions, recording sequence of keystrokes, monitoring user online activity etc.
Worms:

This family of malware is different from the virus on the account that the worms do not attach
themselves to another program and can operate on their own. These malwares spread from one

computer to another via network.

Worms break into a computer system connected over a network by exploiting the security flaws
in the network. While doing so, the worm slows down the internet speed as it consumes the

bandwidth of the network thus degrading the system.
Spyware:

Spyware is a type of malicious software that can collect information about the activities of the
target system without the knowledge of its users. Spywares such as keyloggers are often installed
by the owner or administrator of the computer in order to monitor the activities of the users. This
could be a parent trying to monitor his child, a company owner trying to monitor his employee or

someone trying to spy on his/her spouse.

Spywares are designed to operate in stealth mode so that their presence is completely hidden
from the users of the computer. Once installed, it silently monitors all the activities on the
computer such as keystrokes, web activity, Instant Messenger (IM) logs etc. IMs are the software

which allow two or more persons to chat over a network. Some of the popular IM are Yahoo™

kTM k ™

messenger, Gtal , FaceBoo chat etc. These logs are stored secretly for later access or

uploaded online so that the installer of the spyware program can have access to them.

Apart from monitoring, spywares do not cause any damage to the computer. However, in some

cases the affected computer may experience degradation in its performance.
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Adware:

Adware is a software program that automatically renders advertisements to the users without
their consent. Most common examples are pop-ups, pop-unders and other annoying banner ads.

The prime reason behind designing the adware is to generate revenue for its author.

Adwares are often bundled up with some of the free utilities such as browser toolbars, video
downloaders etc. When installed, the adware takes over and distracts the users by displaying

annoying advertisements.

Adwares are harmless in most of the cases. However, they are known to hostspywares that are

used to monitor the surfing habits of users, thereby invading the privacy of the users.

Table 1.2 provides the summary of major Malware families, their mode of operation i.e. what

event triggers the execution of each of the explained malware families and the damage each

malware family can cause/causes to the system.

Tablel.2: Summary of different Malware families

Family

Trigger Event

Damage Caused

Computer Virus

Attaches itself to a Host file
(benign) and starts its effect

Replicates itself thereby eating up
CPU and memory space

Trojan Horse

Disguises as a non-malicious
file. Activates when the file is
executed

Transfers key information like
passwords, key strokes from the
system.  Grants  unauthorized
control to hackers

Worms No Host file required. Enter | Eat up the bandwidth of the
into the system through known | network to which the system is
system vulnerabilities attached.

Spyware Monitors the activities of the user,
tracks the key strokes and
browsing history etc.

Adware Attaches itself to the internet | Shows annoying advertisements

browsers

on the web browser that hinder the
internet access for the user.
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Root Kits

A rootkit is a malware which is designed to hide the fact that a system has been infected by the
malware by changing its important executable files required by the operating system to deliver
the desired outcome. This malware is different from other malwares as it attacks the operating
system files. The term rootkit has been coined from the terms “root” meaning administrator of a
Unix or Linux operating system and word “kit” refers to the utilities required for the Unix
operating system. These rootkits get themselves installed as non-malicious files as the operating
system requires certain Kits to operate smoothly. Hence these rootkits are not detected by the anti
malwares. Rootkits were originally used in the early 1990’s and targeted UNIX operating
systems. Rootkits are available for many other operating systems, including Windows. Because
rootkits are activated before your operating system even boots up, they are very difficult to detect
and therefore provide a powerful way to the attackers to access and use the targeted computer

without the owner’s notice.

1.2 Malware detection systems
Traditional malware detection techniques relied on signature detection. The technique matched

the executable against a byte string called the signature of the executable file and this signature
was used as an identifier for a particular malware. But this traditional method of signature
detection is not effective against a new malware which is unknown (zero day attack).Also as the
number of known viruses increased, the size of signature database also increased resulting in
increase of time taken for checking a file for malware signature (Christodorescu & Jha 2003).
The important aspect of this problem is looking for more reliable detection methods which have
a lesser false positive rate and should also focus on recognition of new (unknown before)
malicious programs which cannot be detected by using traditional signature- and rule-based
detection techniques, which is helpful in revealing the correlation among the malware families
and samples. Virtually, just these heuristic methods provide counteraction against targeted and
zero-day attacks, since the rate of detecting such relatively new types of threats by traditional
techniques is not fast enough .The security against the attack of malicious software needs to be
developed and at the same time the check should not hamper the accessibility of the systems or
data to the authenticated users of the same. Ironically, more the number of counter measures

evolving regularly, more is the variety of malwares keep coming up as the malware coders use
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new obfuscation techniques so that the malicious software goes undetected. According to David
Perry, a computer specialist with Trend Micro which is a leading giant in the field of Antivirus,
more than 5000 new malware samples are created in day which simply outnumbers the counter
measures being developed for Malwares. So there is a growing need for fast, automated and

efficient detection which can detect new attacks.

Earlier the malwares were only confined to standalone systems for which anti viruses were able
to counter the effect of the same. The malwares these days are such that they can controlled
remotely to accomplish the malicious act. Detection and counter measure for a malware still
remains a threat to stand alone as well as systems connected over a Network. Traditional
methods of malware detection like signature (checking for characteristic byte sequence) and rule
based techniques are not enough to protect against threats which try to exploit the vulnerability
of a software even before others or the developer of the software knows about it. Unknown or
new viruses can easily escape the detection technique of the signature or rule based counter
measures (McGraw & Morrisett 2000). Many automated systems (Golbeck & Hendler
2004),(Newman et al. 2002),(Kim & Karp 2004),(Newsome et al. 2005),(Schultz et al. 2001)
have already been developed by different researchers in recent years. For developing a counter
measure, understanding the intension of the malware under observation is important which can

be accomplished by analysis of the malware under study. Analysis of the malware is done in 2

ways:
1) One is the static analysis called obfuscation. Under static analysis, the malware is
analysed without actually running the code
1) The other is dynamic. In dynamic analysis we actually run the malicious binary to

check what malicious behaviour the exe is doing.

Such detection techniques need to be developed which should be able to crack the obfuscated

part of a malware and nullify the effect of the malicious behaviour.

1.3Data Mining

Data mining has been defined as “the nontrivial extraction of implicit, previously unknown, and
potentially useful information from data”(Frawley et al. 1992) and “the science of extracting

useful information from large data sets or databases” (Hand et al. 2001). Data mining tool relies
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on Knowledge Discovery in Data, KDD for short. It is the process of extracting the unknown
from a raw data. Data in its raw form is a collection of elements out of which no fruitful
information can be gleaned. There are number of steps involved (explained below) in extracting
patterns from the data which when interpreted provide unknown information. The extracted
information can be predictive or descriptive. Predictive data mining involves predicting values
based on the given data. Descriptive data mining involves finding patterns describing the data.
Many fields, especially those that are involved in decision making are using the KDD process to
convert data into information. Fields such as finance, banking, retail, manufacturing, health
services are in a constant need of information to stay in business and outsmart their competitors.
But the amount (size) of data that is available in each of these industries or for that matter any
industry/academics is beyond the capability of humans to analyse on their own. That is where

KDD process of data mining comes to aid. Fig 1.1 shows the steps involved in KDD process;
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Figurel.1: Overview of Steps in KDD process

Source: http://www.ceine.cl/the-kdd-process-for-extracting-useful-knowledge-from-volumes-of-data/

The following is a brief explanation of each of the steps in KDD process:

Selection of a data set: As per the requirement of the problem to be analysed, a data set needs to
be selected. The data set selected is based on some current or past records. We need to have a
good quantity of data in order to perform the data mining process. Data mining is done on some
current or past records. Thus, we should select a data set or subset of data, in other words data

samples, on which we need to perform data analysis and get useful knowledge.
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Data cleaning: In this step, the noise and irrelevant data is removed from the selected (large) data
set. This is because of the discrepancies in the data set. Discrepancies can creep up in the data set
as a result of many factors like human error in data entry, incorrect entry forms, data decay etc.
Missing, incorrect values within a data set constitute the noise in a data set. Irrelevant data like
duplicate records, data not required for mining should be removed in this step of KDD process.
Data cleaning step is very significant as the outcome of the mining process will depend on the
quality of selected data. A data set with large number of irrelevant noises will be a hindrance to
the subsequent steps in the process of KDD and may not provide the correct outcome of the
entire process. This may result in wrong interpretation of results and that can lead to incorrect

knowledge.

Data transformation: Most of the data mining problems face the curse of dimensionality. In order
to obtain a reduced representation of the data set which is much smaller in volume, data
reduction or transformation is done. When we reduce the volume, care needs to be taken to
ensure that the integrity of the data set is maintained i.e. the reduced data set should correctly
represent the whole data set. With the help of dimensionality reduction or transformation
methods, the number of effective variables is reduced and only useful features are selected to
depict data more efficiently based on the goal of the task. Data transformation is used to
transform the data into consolidated forms appropriate for binning. The different strategies used
for Data transformation are smoothing, attribute construction, aggregation, normalization and
discretization. Dimensionality Reduction methods include Wavelet transforms and Principal
Component Analysis. This step is performed to reduce the complexity of the data set and at the

same time, deliver a more understandable representation of the same information

Selection of data mining task: Based on the objective of data mining, appropriate task is selected.
The task could be a supervised or an unsupervised learning. Under Supervised learning,
classification is carried out based on a model. The model is generated using a part of the data set
which is then fed with the rest of dataset for testing. The test set when fed to the classifier
identifies the class which each of the data belongs to. Unsupervised learning uses the concept of
clustering where the data is clustered in groups. The data members of each cluster are similar to
each other and two clusters are dissimilar to each other. Some other common data mining tasks

are association rule discovery, sequential pattern discovery, regression and deviation detection.

23



One can choose any of these tasks based on whether they need to predict information or describe

information.

Selection of data mining algorithm: Appropriate method(s) is to be selected for looking for
patterns from the data. We need to decide the model and parameters that might be appropriate for
the method. Some popular data mining methods are decision trees and rules, relational learning

models, example based methods etc.

Data mining: Data mining is the actual search for patterns from the data available using the
selected data mining method. As per the data mining algorithm applied on a data set, we get the
results which are then evaluated. In most of the problems, data mining is used as a tool by data

scientists to solve the unknown or establish a fact.

Pattern evaluation: This is a post processing step in KDD which interprets mined patterns and
relationships. If the pattern evaluated is not useful, then the process might again start from any of

the previous steps, thus making KDD an iterative process.

Knowledge consolidation: This is the final step in Knowledge Discovery in Databases (KDD).
The knowledge discovered is consolidated and represented to the user in a simple and easy to
understand format. Mostly, visualization techniques are used to make users understand and

interpret the information.

1.4Motivation
The failure of traditional methods in detecting malwares has resulted in the research work being

carried out for detection of malware by tracking the behaviour of the same. The attributes in a
particular binary executable distinguishes the executable as a malware or benign software.
Though this approach has been fruitful in detecting the malicious behaviour of the malware, but
this traditional method is loosing its effectiveness owing to the fact that new malware are beng
introduced in the computer fraternity and keeping a track of features is becoming a complex task.
The counter measures available at any instance to deal with malware simply exceed the no. of
new families or their variants that are generated each day. Most of the malwares that are
generated are not always the new codes. These are a variant of an already existing code
manipulated by the coder to perform a new malicious activity. This makes us believe that there

does exist a relation among the different instances of malware (with same family or two different
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families) in terms of the features/attributes each potential binary executable has. This belief is a
motivation for us to explore the dynamic behaviour of a binary executable to detect the malicious

activity in the same.

Problem Statement: Design and development of a unique algorithmic framework for malware
detection by tracking dynamic behaviour i.e. the behaviour and the action of the executable while
in execution.

Specific Aim: The present research work will provide a methodology with following specific

aims:

Specific Aim 1: Feature Selection: To reduce the dimension of the data set, design and
development of a methodology which is used to compare the similarity between the known
and the unknown. Since the set of features to be compared is not known in advance, a
selection of set of features (thus reducing dimension) will be able to find the similarity

between the known malware and a binary exe.

Specific Aim 2: Generation of dataset: To test the feature selection technique and subspace

tracking, generate a dataset on which the testing of the algorithms will be done.

Specific Aim 3: Capture Behaviour: To track the dynamic behaviour of the binary exe, design

and development of an algorithm.

Specific Aim 4: Reducing False Positives: Measure the performance in terms of false positives
and true negatives i.e. weather a binary exe is being termed as normal software or a normal

software being termed as a malware.

The current work follows the following KDD process to get the desired results:

1) Selection of data set: we have focused on the root kit family of malware.
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i1) Data reduction: Removing the dimensions of the root kit data sets and focussing on the ones
which contribute to its malicious activity. To address the dynamic behaviour of the malware,
only those features which are not redundant in exhibiting the behaviour while in execution need
to be considered.

ii1) Data Mining: Applying a data mining technique of classification to check and analyse the
dynamic behaviour of the root kit.

iv) Validation

1.5 Chapter Discussion

Malware has been a source of problem for computer users since late 80’s /early 90’s. The
variants of malware have been increasing with each passing day. Each family has its own way of
attacking a standalone/connected computer system. The present work uses data mining as tool to

track the malicious activity of malware.
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Chapter 2 Related Work

Traditional malware detection techniques have been rendered ineffective as the unknown
malwares (Zero Day Attack) don’t have a known signature. Hence the newly generated variants
of malware go undetected when put under the scanner of Anti malwares. Data mining techniques
have been used for detection of the malware. Using Data mining as a tool for malware detection,

3 types to malware detection techniques have been developed.

1) Anomaly based detection involves creating a normal profile of a system or a program
and check for any change/deviation in the profile

i1) Misuse based detection involves creating a malicious profile and checking for its
signature in that is unknown yet

1) Hybrid based detection does not create any profile but uses both benign and malicious

profile to build a classifier.

2.1Traditional Methods

Static and dynamic malware detection techniques have been proposed using data mining as a tool
in most of the literature of malware detection. Static malware detection techniques have not been
able to track or nullify the zero day attacks because of the non-availability of signatures of the
unknown malwares. Static Analysis depends on the reverse engineering tools such as
disassembler to transform binary codes to assembly codes, comparatively readable by human.
Key binary codes, extracted as a signature of the code may include one or a combination of the
following: byte n-gram, opcodes n-gram, function calls, PE features, Strings, and Control Flow
Graph (Schultz et al. 2001). Christodorescu et al (Christodorescu & Jha 2003) started early
research on static analysis focusing on the specification of the binary codes, while Schultz et al
(Schultz et al. 2001) extracted key static features, such as bytes, DLLs, and strings for malware

classification.

2.2Behavior Analysis

Behaviour analysis (also called dynamic analysis) allows an analyst to execute the binary code in
a sandbox or a virtual environment, in which malware interaction (file, process, and network)

with the system will be closely monitored and recorded. Kolter et al (Kolter & Maloof 2006),
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Rieck et al (Rieck et al. 2008) and Firdausi et al(Firdausi et al. 2010) extracted behaviour
features from running in a sandbox and classified the result using various machine learning

algorithm.

A framework which integrates the static evasion detection with static and behaviour features for
a fast and efficient malware analysis has been presented in (Lim & Ramli 2015). The hindrance
in classification of malware using the traditional method of signature detection has been
addressed by using structured control flow graphs (Cesare & Xiang 2010b). The paper provides a
classification model for unpacking the binary and then classifying it as malicious or non-
malicious. It has assumed that Malware’s control flow information provides static analysis a
characteristic that is identifiable across strains of malware variants. This characteristic is shared
across malware families because malwares are created often using the same code. This reuse of
code can be identified through isomorphic and similar flow graphs. An emulator has been
proposed which is able to unpack the binary and reveal its hidden code. Similarity between the
graphs beyond a particular threshold value has been considered as malicious. The proposed
method is able to track only the known malwares as the similarity cannot be measured when the
malware is unknown. Presence of anti-malware software makes the malware residing in a binary
exe to change its target or hide its presence. Artem Dinaburg et. al (Dinaburg et al. 2008)
proposed a transparent malware analyser which is able to detect the malware presence while its
own presence is non traceable for the malware and take evasive action. Based on the instructions
passed on for the binary executable, the data set and the environment of its operation, the
detection method applied by the malware for the presence of the malware analyser is reduced to
zero which means that the analyser is now a transparent one. The transparency for the malware
analyser is achieved by changing the privilege to users and exception handling of malware
analyzer’s detection. Windows API Calls (Ye et al. 2010) is a method used for Malware
detection which extracts the API being called when a binary is executed. It is the most common
method to track the activity of a binary executable and what changes it is making to the system
register. The API call is identified for its features of being Virus, Trojan etc (forms of Malware)
and the counter measure is taken so as to nullify or bypass the particular API call. Heuristics

have been used for malware classification and detection.
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2.3Graph Method

Call graph (Cesare & Xiang 2010a) has been used as a malware detection method. Detection of
malware has been proposed using matching of call graph for malware. Call graph is a directed
graph which represents the relation between various subroutines in a computer program. The
paper assumes that most of the polymorphic malwares share the same code history. The
obfuscation to go undetected in presence of anti-viruses is done in the packing part of the
malware. Sharing the same code history means that the execution flow of the malwares is similar
to one another and if the similarity of the graphs (in flow control) is detected between a known
malware and unknown binary, then the binary can be branded as a malware. A graph edit
distance is measured which is used to check for the similarity between two programs and if the
similarity between a binary executable and a known malware is approximately the same, then the
binary executable can be termed as an infected one. The paper proposes a solution based on
control flow graphs in which the similarity between the known malware and unknown variant is
calculated using the dice coefficient. Another proposed method for malware detection is control
flow graphs. Control flow graphs are a graphical representation of the path that needs to be
followed in the execution of a computer program. The analysis of the path being followed
reveals the cause of malware execution i.e. what action triggered the execution of malware and
hence countermeasure for the same can be used so that the program traverses the particular
portion of the control flow graph. An alternative approach is using basic blocks of unpacked
malware, classified using edit distances, inverted indexes and bloom filters (Gheorghescu
2005). The main disadvantage of these approaches is that even the minor changes to the
malware source code can lead to significant changes to the resultant byte stream

after compilation.

2.4 Classification
Associative Classification (Komashinskiy & Kotenko 2010) using the post processing techniques

has been proposed and compared with other malware detection systems. The paper assumes that
by taking into consideration the sequence of bytes (static detection method) can be used to detect
features which are at particular position in binary executable based on the position of the features
the binary exe can be classified into a malware. Post processing techniques like rule pruning

have been used on the known signatures of viruses and a classifier has been built. Naive Based
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classification technique has been used. The classifier has been able to detect malwares better
than the systems compared in the said literature. The proposed methodology takes into
consideration the signatures of known malwares only which can hinder the detection of
malwares in case of zero day attack. Similar work has been proposed in the papers (Dai et al.

2009), (Schultz et al. 2001),(Zhang et al. 2007).

2.5Feature Extraction
Extracting the features in a Binary executable that triggers the malicious activity has been

proposed (Kolbitsch et al. 2010) in form of a gadget which automatically checks for the log file
in the system. From the log file the gadget is able to identify the features that actually triggered
the malicious activity and hence curb the same. The slicing algorithm proposed in the paper is
useful when only one thread is active. But in case of multi threaded system which normally most
of the operating systems are, the gadget’s accuracy decreases. Dimensionality reduction has been
a major challenge in case of Data mining. Decrease in the detection rate of malware can be
attributed to the existence of irrelevant and redundant features. Correlation based feature
selection method has been used in (Jiang et al. 2011) to remove redundant and irrelevant
features. Corresponding features of different classes of data has been used in feature selection to
reduce the dimensionality. Another method of dimensionality reduction has been used by
Mohamad Masud et. al in (Siddequi et al. 2008). The paper has used Principal Component
Analysis (PCA) to reduce the dimensionality of the dataset. The dimensionality reduction has
been compared by taking into account feature selection and then using decision tree J48. The
data set used in the experiment of was not complex hence the best results were obtained using
the decision tree. Graphs have been used to check the control flow of an unknown binary
executable and the known malware control flow in (Cesare & Xiang 2011). Large number of
features in a dataset adds to the curse of dimensionality problem in the malware detection
problem. Most of the data sets are also unbalanced in terms of number of benign and malicious
features present in the dataset. A Class Driven Correlation Feature Selection has been proposed
in (Cesare & Xiang 2011). The algorithm filters out redundancy and unrelated features
effectively and is able to efficiently improve the malware detection. Another graph based
technique has been proposed by Blake Anderson et. al.(Anderson et al. 2011) where the graph

represents Markov chain. The vertices act as instructions being provided in the execution of the
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binary executable. The traces of the execution of each instruction are captured in the form of a
matrix. The Graph kernel is used to represent the similarity matrix. This matrix is then fed as an
input for classification purpose to the vector machine for classification. The paper proposes a
polynomial time algorithm which generates q-gram features of a decompiled control flow graph.
A minimum distance based on the distance metric has been used between two sets of graphs
which provide the distance in a polynomial time. This was not possible using K-subgraph feature
construction. Relearning of the classifier was attempted where in a rule based expert system has
been combined with the classifier using an algorithm to imply reinforce learning of the classifier
model. This ensures a drop in the false positive rate of malware detection. A hybrid malware
detection technique has been proposed in (Masud et al. 2007) where the binary, assembly and
library n-grams has been extracted from the malicious binary executable. These features are then
selected using the info gain and fed to a classifier for classification of an unknown binary

executable to detect the malware.

2.6 Chapter Discussion
Various approaches have been applied to track and counter the malicious activity of malware.

Traditional detection method using the signature of the malware has been rendered ineffective as
the signatures of the unknown malwares are not available to find a match. Dynamic malware
techniques ranging from API Calls, Graph methods and Hybrid approaches have been applied to

detect the malicious activity of malware.
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Chapter 3Methodology

Malwares belonging to same family/category exhibit certain features that are common to all the

instances of the said family.

Problem Statement: Design and development of a unique algorithmic framework for malware
detection by tracking the dynamic behaviour i.e. the behaviour and action of the executable while
in its execution.

Specific Aim: The present research work will provide a methodology with following specific

aims:

Specific Aim 1: Feature Selection: To reduce the dimension of the data set, design and
development of a methodology, which are used to compare the similarity between the known and
the unknown. Since the set of features to be compared as not known in advance, a selection of set
of features (thus reducing dimension) will be able to find the similarity between known malware

and a binary exe.

Specific Aim 2: Generation of dataset: To test the feature selection technique and subspace

tracking, generate a dataset on which the testing of the algorithms will be done.

Specific Aim 3: Capture Behaviour: To track the dynamic behaviour of the binary exe, design

and development of an algorithm.

Specific Aim 4: Reducing False Positives: Measure the performance in terms of false positives
and true negatives i.e. weather a binary exe is being termed as normal software or normal

software being termed as a malware.

Hypothesis: There exists a hierarchical relationship between the attributes/features of rootkit

family of malwares.
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Grouping of features which are common to a particular family of malware can be achieved using
unsupervised learning technique, namely clustering. The clustering technique groups together the
features into clusters wherein each cluster has a high intra-cluster similarity and low inter cluster
similarity. That is the in each subset (Cluster) the objects are similar to one another and
dissimilar to objects in other clusters. In this present work, clustering needs to be done on the
object as well as its attribute. Objects and attributes (features) are arranged in form of matrix.
Clustering methods can be applied either to row or columns of a data matrix, separately. Bi-
clustering methods on the other hand, perform clustering in two dimensions simultaneously. The
goal of bi-clustering is to identify subgroups of objects and subgroups of attributes by
performing simultaneous clustering of both rows and columns instead of clustering these two

separately.

Biclustering algorithms assume one of the following situations: either there is only one bicluster
in the data matrix or there are K biclusters where K is number of biclusters we expect to find in
the given data set. The K in the second approach is defined apriori. Though there are algorithms
in Bi-clustering which try to find only one bicluster in the data matrix, most of the algorithms
(Hartigan 1972),(Cheng & Church 1999),(Getz et al. 2000),(Califano et al. 2000),(Lazzeroni &
Owen 2002),(Segal et al. 2001),(Tang et al. 2001),(Yang et al. 2002),(Busygin et al. 2002),(Yang
et al. 2003)(Kluger et al. 2003),(Segal et al. 2003),(Liu & Wang 2003) assume the existence of

several bi-clusters in the data matrix.

In the present work, we have applied the data mining techniques to check the dynamic behavior
of root kit family of malware. The rest of the chapter is arranged as per the following: the
feature extraction process (chapter 3.1). Chapter 3.2 is about the dimensionality reduction in the
extracted features followed by feature selection and ranking techniques applied on the data set in
chapter 3.3. Applying the supervised learning technique on the dataset to establish that the
hierarchy of the features can be used to detect the malicious behavior of a binary executable is
explained in chapter 3.4. The dataset used for the experiments has 2 classes of roootkit malware
family namely HHLP and HLLW. It has in all 32 instances of malwares out which we have

extracted 10508 attributes in a CSV file. The following image shows the overall methodology:
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3.1 Feature Extraction
The root kit dataset that has been used for experiments has been downloaded from the source

(Anon n.d.) . Feature extraction of the root kit data set has been accomplished using the n-gram
analysis. An N-gram is a sequence of bytes (called features) of fixed or variable length, extracted
from the hexadecimal dump of an executable program. Here, we are using n-grams as a general
term for both overlapping and non-overlapping byte sequences. From a given binary exe of the
root kit, UNIX hexdump utility has been applied to convert binary executable into its equivalent
hexadecimal number in the form of a CSV file. From the CSV file, extraction of n-gram has been
done using the sliding window method. For a given string, let say “abcdef 123456, a 3- gram is
extracted as “abc”, “bcd”, “cde” and so on. In the present work, N has been chosen as 5.The
extraction has been achieved by applying the Mid function provided in MS Excel wherein we
can select a particular substring from a given string. The Mid function of excel takes 3
parameters namely the cell name, starting index of the string from where to extract, the end index
of the string. All those n-grams which are unique are saved in a CSV file and the duplicate ones
are not considered in the dataset. Removing the duplicates removes the redundant features from
the CSV before the mining begins. This takes care of the Preprocessing step in KDD process
where the duplicity and redundancy of data is removed in the data set before this data set is given
an input for actual datamining process. The dataset thus generated has also undergone certain
SQL queries which have taken the common attributes in its table by applying Left join on the
tabular format of the attributes along with its class and taking its union thereof. The scripts used

to generate this dataset have been mentioned in Annexure A of this document.

3.2Dimensionality Reduction
Almost all of the data mining problems undergo the curse of dimensionality (Richard, B., 1961.)

problem and malware detection technique is no exception to it. The high dimensionality of the
data becomes a major problem in case of both supervised and unsupervised learning. In case of
supervised learning, a high dimensionality of data makes the learning process of the classifier
very complex. Also the time taken for the classification purpose is very high (running time of
classification algorithm). Another problem with high dimensionality of data in case of supervised

learning is overfitting.
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In case of unsupervised learning, high dimensionality of data points which belong to a particular
cluster at one instance of time, become increasingly sparse with the addition of new dimensions
in the data set. Let us suppose that there are 100 points uniformly distributed in the interval [0,1].
If the interval is broken into 10 cells, there is a fair chance that each cell will contain some
points. Now if the number of points remain the same and we distribute the points over a unit
square (i.e. in 2- dimension) with unit discretization to be say 0.1 , then there is a highly likely
chance that some cells out of the 100 will remain empty. Further, if we increase the dimension
from 2-d to say 3-d for the same number of points, there will be 1000 cells making it more likely
that most of the cells remain empty or sparse. Now unsupervised learning algorithms work on
either distance measure or similarity measures to find out the clusters. Sparse cells with an
increase in dimensionality lead to an increase in the distance thus leading to incorrect grouping

of data points into clusters.

To overcome this problem in our root kit data set, one approach is to project the points from a
high dimension to a lower dimensional space. In the present work, we have applied the
dimensionality reduction technique for feature extraction. We have conducted PCA analysis to
test the viability of extracted features for discriminating between classes. This type of
dimensionality reduction is accomplished using a linear algebra approach namely Principal
Component Analysis (PCA). For the features of root kits extracted using the hexdump , PCA
searches for k n-dimensional orthogonal vectors that can best represent the data set (k<n). The
original data is thus projected into a much smaller space resulting in dimensionality reduction.

For experimental purposes, we have used the rapid miner tool.

Following are the steps undertaken in the PCA process:

1) The input is first normalized so that each input falls under same range/interval. This
ensures that features with large domain do not over shadow the smaller domains.

i1) PCA computes the k orthogonal vectors that provide a basis for normalized input
data. These are unit vectors that each point in a direction perpendicular to others.

ii1) The process gives the Eigen values and Eigen vectors in the decreasing order of

significance.
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1v) From the set of sorted features, the data size is reduced by eliminating the weaker

components i.e. those with low variance.

Table 3.2.1 shows the standard deviation and the corresponding cumulative variance for the

extracted features of root kits after undergoing the PCA process:

Table 3.2.1: Eigen Values Generated by PC 1

Component Standard Deviation | Proportion of Variance Cumulative variance
PC1 1547.292 0.798 0.798
PC 2 518.578 0.090 0.887
PC3 324.902 0.035 0.923
PC4 281.776 0.026 0.949
PC5 200.917 0.013 0.962
PC6 156.723 0.008 0.971
PC 7 137.332 0.006 0.977
PC 8 129.669 0.006 0.983
PC9 122.702 0.005 0.988
PC 10 104.659 0.004 0.991

These Eigen vectors act as your new features, and we choose the top ranked Eigen vectors as
new extracted features. The Eigen values correspond to the score of the independent Eigen
vectors. We have chosen the top 3 Eigen vectors (whose cumulative Eigen value scores should
equate to approximate 100, indicating that the 3 vectors contain ~ 100% of the total information

in your dataset).
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The cumulative variance obtained by applying the PCA is shown in the following figure 3.2:
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Figure 3.2: Cumulative variance
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3.3Feature Selection and Ranking
The approach to feature selection is different than what is done in the process of PCA. PCA on

the one hand reduces the data set into a lower dimension whereas in case of a feature selection, a
subset of feature set is elected. The difference between a feature selection and a feature
extraction technique is that, the feature extraction creates a new set of features from the already
existing set of features whereas the feature selection technique carves out a subset of features
which already exists in the feature set. A feature selection algorithm is a combination of
searching techniques of feature subset and evaluation which can be used to score the feature

subset.

Another purpose of performing a feature selection is that in a given dataset of malware there
exist a large number of features which are irrelevant in terms of their contribution towards the
malicious behaviour of the binary executable. These features need to be removed because in
presence of these features, the data mining algorithm to be applied on the dataset may not
perform well. The selection of optimal features adds an extra layer of complexity in the

modelling instead of just finding optimal parameters for full set of features.

Attribute selection methods can be broadly divided into filter and wrapper approach. In filter
approach, the attribute selection method is independent of the data mining algorithm to be
applied to the selected attributes and assess the relevance of the features by looking only at the
intrinsic properties of the data. In most cases, a feature relevance score is calculated, and low-
scoring features are removed. The subset of the features left after feature removal is presented as
an input to the classification algorithm. Advantages of filter techniques are that they easily scale
to high-dimensional datasets making it computationally simple and fast, and as the filter
approach is independent of the mining algorithm so feature selection needs to be performed only
once, and then different classifiers can be evaluated. Disadvantages of filter methods are that
they ignore the interaction with the classifier and that most proposed techniques are univariate
which means that each feature is considered separately, thereby ignoring feature dependencies,
which may lead to worse classification performance when compared to other types of feature
selection techniques. In order to overcome the problem of ignoring feature dependencies, a
number of multivariate filter techniques were introduced, aiming at the incorporation of feature

dependencies to some degree. Wrapper methods embed the model hypothesis search within the
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feature subset search. In wrapper approach, the attribute selection method uses the result of the
data mining algorithm to determine how good a given attribute subset is. In this setup, a search
procedure in the space of possible feature subsets is defined, and various subsets of features are
generated and evaluated. The major characteristic of the wrapper approach is that the quality of
an attribute subset is directly measured by the performance of the data mining algorithm applied
to that attribute subset. The wrapper approach tends to be much slower than the filter approach,
as the data mining algorithm is applied to each attribute subset considered by the search.
Advantages of wrapper approaches include the interaction between feature subset search and
model selection, and the ability to take into account feature dependencies. A common drawback
of these techniques is that they have a higher risk of overfitting than filter techniques and are
very computationally intensive. Another category of feature selection technique was also
introduced, termed embedded technique in which the search for an optimal subset of features is
built into the classifier construction, and can be seen as a search in the combined space of feature

subsets and hypotheses.

Feature weighting can be viewed as a generalization of feature selection. In feature selection,
feature weights are restricted to 0 or 1 (a feature is used or it is not). Feature weighting allows
finer differentiation between features by assigning each a continuous valued weight. Algorithms
such as nearest neighbour (that normally treat each feature equally) can be easily modified to
include feature weighting when calculating similarity between cases. One thing to note is that, in
general, feature weighting algorithms do not reduce the dimensionality of the data. Unless
features with very low weight are removed from the data initially, it is assumed that each feature

is useful for induction; its degree of usefulness is reflected in the magnitude of its weight.

For the selected dataset of rootkits, in the present work, we have applied the feature selection

techniques as explained in section 3.3.1, 3.3.2 and 3.3.3

3.3.1 Information Gain
Information gain: This method is used for feature selection measure. This feature selection

measure provides a ranking for each feature in the given data set. Information gain is a very
effective metric in selecting the features which are measured by calculating the entropy. Info
gain can be defined as a measure of the effectiveness of an attribute (i.e. feature) in classifying

the training data (Mitchell 1997) . If we split the training data on this attribute values, then
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information gain gives the measurement of the expected reduction in entropy after the split. The
more an attribute can reduce entropy in the training data, the better the attribute in classifying the

data. Information Gain of a binary attribute A on a collection of examples S is given by (2):
Gain (S,A)= Entropy (S) - > [Sy/|S| Entropy (Sy)..veeveeiiiiiiiiiiiiiieeaen, (3.3.1)

Where A is the set of all possible values for attribute A, and S, is the subset of S for which
attribute A has value v. In our case, each binary attribute has only two possible values (0, 1). In
the equation the first part is the entropy before the splitting of the dataset is done using a
particular attribute, the second part is the average or expected entropy of collection of dataset
after the split. In other words, Gain(S, A) tells us how much would be gained by branching on
the attribute A. It is the expected reduction in the information requirement caused by the
knowing the value of A. The attribute A contributing to the highest value of of information gain

is chosen as the splitting value.

Entropy of subset S is computed using the following equation:

P(s) P(s) n(s) n(s)

Entropy(S)= nE)+p6)  n(s)+p(s) n()+p(s) - on(s)+p(s)

Where p(S) is the number of positive examples in S and n(S) is the total number of negative
examples in S.The entropy of the subset S is measure of the disorder/variation in it. If all the
attributes of the dataset belong to the same class then entropy will be zero. If the attributes are
uniformly distributed among the different classes then entropy will be maximized. A log function
to the base 2 is used, because the information is splitting the dataset in two halves. Entropy (S) is

the average amount of information needed to identify the class label of tuple in S.

3.3.2 Gain ratio

Gain ratio (GR) is a modification of the information gain that reduces its bias. Gain ratio takes
number and size of branches into account when choosing an attribute. It corrects the information
gain by taking the intrinsic information of a split into account. Intrinsic information is entropy of
distribution of instances into branches (i.e. how much info do we need to tell which branch an
instance belongs to). Value of attribute decreases as intrinsic information gets larger. The
information gain measure is biased towards the tests with many outcomes. In other words, it is

biased towards the attributes which have higher frequency. Gain ratio is an extension of info gain
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which applies a kind of normalization to information gain using a split information value defined

as
Splitinfoa(V)= -SISW/IS X 10€2(ISul / ISI) «-evveereeeeeeereeeeeeee e, (3.3.2.1)

This value represents the amount (potential) of information that is generated by splitting the
training data set S into v partitions. It is in correspondence with the outcomes that we get after
running the test on attributes of A. It is different from the information gain as the information
gain measures the information with respect to classification obtained based on the same

partitioning. The gain ratio is calculated using the formula:

: . _ Gain (A)
GainRatio(A) = SHIIROA (V)" oo (3.2.2.2)

3.3.3 Relief

The primary concept of feature selection is to choose the highly informative features from
feature sets and also by eliminating features with little or no predictive information. The
selection criterion is a key component in feature selection to select the relevant features. Relief
algorithm is considered to be a feature subset selection algorithm at the time of pre-processing
the dataset and uses the k-nearest neighbours (KNN) for a given feature. Relief uses instance
based learning to assign a relevance weight to each feature. Each feature’s weight reflects its
ability to distinguish among the class values. Features are ranked by weight and those that
exceed a user-specified threshold are selected to form the final subset. For each instance
sampled,the nearest instance of the same class (nearest hit) and opposite class (nearest miss) is
found. An attribute’s weight is updated according to how well its values distinguish the sampled
instance from its nearest hit and nearest miss. An attribute will receive a high weight if it
differentiates between instances from different classes and has the same value for instances of

the same class. Equation 4 shows the weight updating formula used by

diff (LRH2 | diff (XRM)2

m

Wx=Wx-

e (33.D)
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where WX is the weight for attribute X, R is a randomly sampled instance, H is the nearest hit,
M is the nearest miss, and m is the number of randomly sampled instances.The function diff
calculates the difference between two instances for a given attribute. For nominal attributes it is
defined as either 1 (the values are different) or O (the values are the same), while for continuous
attributes the difference is the actual difference normalized to the interval [0, 1]. Dividing by m

guarantees that all weights are in the interval [—1, 1].

3.3.4 Feature Selection by Tree Importance
Another feature selection technique used is the Feature Selection by tree importance. We have

used random forest which is combination many decision trees. Each node in a decision tree is a
condition of a particular attribute whether the attribute contributes towards the splitting of
dataset. Random forests are robust and have relatively good accuracy than the decision tree.
Random forests, as a feature selection technique in the present work is used to directly measure
the accuracy of the model (namely Naive Bayes and Decision Tree). Random forest is an
ensemble learning algorithm where the best parameter at each node in a decision tree is made to
select number of features randomly. When the number of features is large, random forest scales
well and also helps in reducing the interdependence of the features. To the output obtained from
the random forest, we have applied weight by importance process of the rapid miner tool. Weight
by tree importance is used to rank the attributes obtained from random forest technique. The
process calculates the weight of the attributes by analysing the split points of a Random Forest
model. The attributes with higher weight are considered more relevant and important. This
weighting schema uses a given random forest to extract the implicit importance of the used
attributes. Therefore each node of each tree is visited and the benefit created by the respective
split is retrieved. This benefit is summed per attribute that had been used for the split. The mean
benefit over all the trees is used as importance. This algorithm is implemented following the idea
from "A comparison of random forest and its Gini importance with standard chemometric
methods for the feature selection and classification of spectral data" by Menze, Bjoen H et al
(2009). It has been extended by additional criteria for computing the benefit created from a

certain split
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3.4Classification (supervised learning)
After selecting the features as per the ranking provided by the feature selection method, we have

applied 2 classifications to investigate the relationship between the features. Naive Bayes and
Decision Tree have been applied to the selected feature sets. Naive Bayes works under the
assumption that the features are independent of each other. The weights assigned in the feature
selection process are to find out if there is a relationship between the features with class labels.
The naive Bayes algorithm employs a simplified version of Bayes formula to decide which class
a novel instance belongs to. The posterior probability of each class is calculated, given the
feature values present in the instance; the instance is assigned the class with the highest
probability. Equation 5 shows the naive Bayes formula, which makes the assumption that feature

values are statistically independent within each class.

p(Ci) [Tj=1p(vj |Ci) (3.4.1)

p(Cl |V1’ V2, . ees Vn) - p(v1,v2,.,vn)

The left side of Equation 5 is the posterior probability of class C; given the feature values, < vy,
Va2, . .., Vp >, observed in the instance to be classified. The denominator of the right side of the
equation is often omitted because it is a constant which is easily computed if one requires that
the posterior probabilities of the classes sum to one. Learning with the naive Bayes classifier is
straightforward and involves simply estimating the probabilities in the right side of Equation
3.4.1 from the training instances. The result is a probabilistic summary for each of the possible
classes. If there are numeric features it is common practice to assume a normal distribution—

again the necessary parameters are estimated from the training data.

Decision Tree is a greedy Approach method which assumes that features are not independent of
each other. C4.5 (Quinlan 1993) , and its predecessor, ID3 (Quinlan 1986), are algorithms that
summarize training data in the form of a decision tree. Along with the systems that induce
logical rules, decision tree algorithms have proved popular in practice. This is due in part to their

robustness and execution speed, and to the fact that explicit concept descriptions are produced,
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which users can interpret. To build a decision tree from training data, C4.5 and ID3 employ a
greedy approach that uses an information theoretic measure as its guide. Choosing an attribute
for the root of the tree divides the training instances into subsets corresponding to the values of
the attribute. If the entropy of the class labels in these subsets is less than the entropy of the class
labels in the full training set, then we can conclude that the splitting has resulted in increase in
information (information has been gained) through splitting on the attribute. C4.5 uses the gain
ratio criterion (Quinlan 1986) to select the attribute to be at the root of the tree. The gain ratio
criterion selects, from among those attributes with an average-or-better gain, the attribute that
maximizes the ratio of its gain divided by its entropy. The algorithm is applied recursively to

form sub-trees, terminating when a given subset contains instances of only one class.

We have applied Bi-clustering method to establish if there exists a relation between the classes
also in addition to the relationship amongst attributes. We have used LAS algorithm for the
same. LAS, developed by Shabalin et al. (2009) is a method designed to find bi-clusters with a

large average, relative to the rest of the data. Mathematically, let X be an m by n matrix of

entries x; fori=1........... mandj=1....... n. Then, a bi-cluster U consists of a subset of rows
A and columns B of X:
U={X1],: 1€ A, J € B e (3.4.2)

The formal procedure is given here:

Initialize: Select 1 columns for B at random.

Loop: Iterate until convergence of A, B:

Let A :=k rows with the largest sum over the columns in B.
Let B :=1 columns with the largest sum over the rows in A.
Output: Submatrix associated with final A,B.

A score function based on Bonferroni significance correction is calculated for each bi-cluster

which trades off between the sub-matrix size and average value.
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3.5Validation

Once the model has been developed using the classification techniques Naive Bayes and decision
tree, we need to validate the same. A confusion matrix which shows the no. of True
Positives(TP), True Negatives(TN), False Positives(FP) and False Negatives(FN) is a good
measure of accuracy of a particular classifier. The following is an explanation of what each of

these measures in confusion matrix man.

TP: Positive tuples correctly labeled correctly by the classifier.
TN: Negative tuples correctly labeled by the classifier.
FP: Negative tuples incorrectly labeled as positives by the classifier.

FN: Positive tuples incorrectly labeled as negatives by the classifier.

The validation criteria based on the above is calculated using accuracy, precision and

recall measures for the classifier. The formulas are provided below:

TP+TN

Accuracy= P PP IR (3.5.1)

Recall= ..o (3.5.2)

PrECISION = m— oo (3.5.3)
TP +FP

where P is the number of positive tuples.

We have applied k (k=10) fold cross validation to generate the confusion matrix. In k fold
cross validation, the dataset D is divided into k subsets namely Dy, D,.............. Dy. Each
of these subsets is approximately of equal size. Training and testing is performed k times.
In iteration 1, the subset D; 1s reserved as the test set and the rest of the Dy subsets are
collectively used for training the model. In this validation technique, each subset is used

the same number of times for training and once for testing.
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Validation of the bi-clustering score is done using the Bonferroni significance correction. The
Bonferroni correction is an adjustment made to P values when several dependent or independent
statistical tests are being performed simultaneously on a single data set. To perform a Bonferroni
correction, the critical P value (o) is divided by the number of comparisons being made. The
Bonferroni correction is used to reduce the chances of obtaining false-positive results. So for the

k-iteration of the Bonferroni correction, the formula is

(3.5.4)

where a is the level of significance (critical P value) test in k-th iteration and o’ is the

significance level of the test we have to adapt to for each individual test.

3.6 Chapter Discussion

The proposed methodology in the chapter explains the various feature selection techniques that
will be applied to select features of the malware instances. Various classification techniques
which are used to classify the features selected into the 2 classes. Accuracy, precision recall
measures have been calculated for the various classification technique. Bi-clustering method in
addition to the classification will help in exploring the relationship among the features of the

malware.

47



Chapter 4 Results

The Rootkit dataset used for experiments has 100508 attributes belonging to 32 instances
of Rootkit. The instances belong to two classes namely HLLP and HLLW. The dataset is
divided into two categories dataset A consisting of 8 instances while the dataset B has all

the 32 instances.

The following 8 set of experiments gas been carried carried out on Datasets A and B.
Experiment 1 to 6 is carried out on Dataset A. Experiment 7 & 8 is performed on dataset
B.

On applying PCA, we have got the following plot(Fig 4.1)showing the discrimination
amongst the features in PC1 and PC2.
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Fig4.1 Plot showing PCA results
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Experiment 1:

We have applied the feature selection technique using information gain on Dataset A.
Results obtained from information gain are sorted by weights in decreasing order.
Information gain generates a measure of information in the dataset selected. The top 1000
attributes are selected as per the weights. Table 4.1 shows the top 10 attributes with their

frequencies selected as per their weights.

Table 4.1: Top 10 attributes obtained from Information Gain

Class Attl | Att2 | Att3 | Att4 | AttS | Att6 | Att7 | Att8 | Att9 | Attl0

57 1 1 0 2 0 2 2 1 1
HLLP

16 9 4 11 7 6 2 4 0 4
HLLP

23 11 1 3 8 4 6 12 2 9
HLLP

15 7 3 4 3 2 4 3 0 4
HLLP

18 9 9 8 5 13 0 10 0 13
HLLW

10 0 6 6 0 1 0 5 9 8
HLLW

Next we have applied supervised learning to build a model using Naive bayes technique under
the assumption that the attributes/features of each malware class are independent of each other.
The model when tested against a test set provides the following results with accuracy of 66.67%

in the confusion matrix

Table 4.2: Confusion Matrix Information gain with Naive Bayes

true HLLP true HLLW Accuracy
pred. HLLP 4 2 66.67%
pred. HLLW 0 0 0.00%
class recall 100.00% 0.00%
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The model is able to predict the true class with the predicted class with an accuracy of
66.67%. Along with the accuracy, precision and recall of the attributes/features returned
by info gain for the model is also calculated. The precision tells us “how useful the search

results are” and recall tells us “how complete the results are”. Table 4.3 shows the

precision of the model.

Table4.3: Confusion Matrix of Precision with Naive Bayes

Precision (Positive class HLLW)
class
true HLLP true HLLW precision
pred. HLLP 4 2 66.67%
pred. HLLW 0 0 0.00%
class recall 100.00% 0.00%

Recall is a measure of completeness i.e. what percentage of positive tuples are labelled as
such. Table 4.4 shows the measure of recall based on ranked features of info gain (by

weight) .
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Table 4.4:

Confusion Matrix of Recall with Naive bayes

Recall(0.0% (Positive class HLLW)
class
true HLLP true HLLW precision
pred. HLLP 4 2 66.67%
pred. HLLW 0 0 0.00%
class recall 100.00% 0.00%

Experiment 2 is carried out for generating a model and finds its accuracy. The accuracy is
an indicator that the 2 classes of rootkits are independent/dependent on each other based
on the accuracy and other measures for the generated model. The model is fed with the
attributes obtained after applying gain ratio on the same and choosing the top 1000
attributes ranked by their weights. In experiment 1, info gain was chosen as the measure
for selecting and ranking the attributes. The information gain measure is biased towards
the tests with many outcomes i.e. it prefers to select attributes that have large values, in

the present case attributes to rootkits having high frequency of occurrence.

Top 10 selected attributes selected as per their weights after been gone through the

process of gain ratio is shown in table 4.5.
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Table 4.5: Top 10 attributes obtained from Gain Ratio

Class | Attl | Att2 | Att3 | Att4 | AttS | Att6 | Att7 | Att8 | Att9 | Attl0
57 1 1 0 2 0 2 2 1 1
HLLP
16 9 4 11 7 6 2 4 0 4
HLLP
23 11 1 3 8 4 6 12 2 9
HLLP
15 7 3 4 3 2 4 3 0 4
HLLP
18 9 9 8 5 13 0 10 0 13
HLLW
10 0 6 6 0 1 0 5 9 8
HLLW

Gain ratio is an extension to information gain and attempts to overcome the bias. Table
4.6,4.7 and 4.8 shows the results of accuracy, precision and recall respectively measure of

the model on basis of gain ratio.

Table 4.6: Confusion Matrix based on Gain ratio with Naive Bayes

Accuracy 33.30%
true HLLP true HLLW class precision
pred. HLLP 2 2 50.00%
pred. HLLW 2 0 0.00%
class recall 50.00% 0.00%
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Table 4.7: Precision based on Gain ratio with Naive Bayes

Precision 0% (positive Class :HLLW)
true HLLP true HLLW class precision
pred. HLLP 2 2 50.00%
pred. HLLW 2 0 0.00%
class recall 50.00% 0.00%

Table 4.8: Recall based on Gain ratio with Naive Bayes

recall: 0.00% (positive class: HLLW)

true HLLP true HLLW class precision
pred. HLLP 2 2 50.00%
pred. HLLW 2 0 0.00%
class recall 50.00% 0.00%

In experiment 3 , the feature selection with ranking is done using the relief algorithm which

selects and assigns weights to the feature based on the information . Among the various feature

selection techniques quality estimation algorithm, Relief algorithm is considered to be efficient
and simple. This algorithm deals with dependent and independent data sets. It uses the heuristic
search techniques for finding the suitable attributes. Relief algorithms are a family of attribute
weighing algorithms. These algorithms help in identifying the associations among features
resulting in classification. We have applied relief algorithm and selected the attributes for

validation based on their weights. Table 4.9 shows the top 10 attributes selected as per their

weights.
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Table 4.9: Top 10 attributes with their weights as per relief

Class | Attl | Att2 | Att3 | Att4 | AttS Att6 | Att7 | Att8 | Att9 Att10
HLLP 1 2 0 0 0 0 0 0 0 0
HLLP 4 4 0 0 0 0 0 1 0 0
HLLP 1 5 0 0 0 0 0 0 0 0
HLLP 3 2 0 0 0 0 0 0 0 0
HLLW | 9 7 0 1 0 0 0 6 0 6
HLLW | 6 10 20 6 7 5 5 3 9 0

The top 1000 features obtained in this case are again used to develop (train and test) a model

using naive Bayes. The accuracy, precision and recall of the model is shown in table 4.10,4.11

and 4.12.

Table 4.10: Confusion matrix based on Relief with Naive Bayes

accuracy: 33.33%

true HLLP true HLLW class precision
pred. HLLP 2 2 50.00%
pred. HLLW 2 0 0.00%
class recall 50.00% 0.00%
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Table 4.11: Precision Based on Relief with Naive Bayes

Precision: 0.00% (positive class: HLLW)

true HLLP true HLLW class precision
pred. HLLP 2 2 50.00%
pred. HLLW 2 0 0.00%
class recall 50.00% 0.00%

Table 4.12: Recall based on Relief with Naive Bayes

true HLLP true HLLW class precision
pred. HLLP 2 2 50.00%
pred. HLLW 2 0 0.00%
class recall 50.00% 0.00%

The accuracy in the case when Gain ratio and Relief are applied to choose the features according
to their weights has shown a decrease as compared to the accuracy obtained from Info gain for
the same dataset (Dataset A). The reason for the same is the overfitting problem in the machine
learning (generating a model). A model is supposed to be fit with trained set of data in such a
way that the generated model is able to make reliable predictions on the set of untrained data.
Over-fitting occurs when a model is very complex to the extent that the number of parameters is
more than the training data points. When such a scenario occurs, the model tries to memorize the
training data rather than learning to predict based on the trends exhibited by the training data.
One of the reasons for the dataset used (dataset A ) to encounter this over-fitting is because of the
size of the dataset is very small. It has only 2 classes HLLP and HLLW. And the classes are
imbalanced also as HLLP has 4 ind=stances and HLLW has 2 instances. Now gain ratio
attempts to remove the biasing of the attributes based on the frequency, thus increasing the
number of attributes under its consideration for building the model. Hence the experiment shows

a loss in the accuracy for Gain ratio and Relief based model.
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Due to the smaller size of the dataset,we have used cross validation in the experiments. This
technique splits the dataset into training and test sets.Only the data points in the training dataset
are used to come up with the model and the testing dataset is used to test how good the model is.
This is repeated with different partitions of training and testing datasets. This method gives a
fairly good estimate of the underlying model because the testing is performed on different

partitions to generalize it as much as possible.

We have performed another set of experiments on dataset A using Decision Tree for generating
the model. The reason for the same is that naive Bayes model works under the assumption that
the attributes are independent of each other. To check if there exists a relationship/hierarchy
among the features of the malware classes under consideration, the next set of experiments are

performed.

Experiment 4 is performed on dataset A with info gain being used as a feature selection and
ranking according to the weights. Like experiment 1, we have chosen top 1000 attributes from
the ranked feature set. Figure 4.2 shows the results of attributes selected from the two classes in a

bar chart.
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Figure 4.2: Feature selections based on Info gain

57




Now applying decision tree to generate a model and to make predictions based on the model we
get the following results as depicted in table 4.13, 4.14 and 4.15.

accuracy: 66.67%

Table 4.13: Confusion Matrix based on Decision Tree

true HLLP true HLLW class precision
pred. HLLP 4 2 66.67%
pred. HLLW 0 0 0.00%
class recall 100.00% 0.00%

precision: unknown (positive class: HLLW)

Table 4.14: Prediction based on Info Gain with Decision tree

true HLLP true HLLW class precision
pred. HLLP 4 2 66.67%
pred. HLLW 0 0 0.00%
class recall 100.00% 0.00%

recall: 0.00% (positive class: HLLW)

Table 4.15: Recall based on Info Gain with Decision tree

true HLLP true HLLW class precision
pred. HLLP 4 2 66.67%
pred. HLLW 0 0 0.00%
class recall 100.00% 0.00%

Experiment 5 also shows the same accuracy, precision and recall on the basis of Decision tree
with Gain ratio. Table 4.16, 4.17 and 4.18 shows the accuracy, precision and recall respectively.



Table 4.16: Confusion Matrix with Gain ratio based on Decision Tree

accuracy: 66.67%

true HLLP true HLLW class precision
pred. HLLP 4 2 66.67%
pred. HLLW 0 0 0.00%
class recall 100.00% 0.00%

Table 4.17: Precision with Gain Ratio based on Decision tree

precision: unknown (positive class: HLLW)

true HLLP true HLLW class precision
pred. HLLP 4 2 66.67%
pred. HLLW 0 0 0.00%
class recall 100.00% 0.00%
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Table 4.18: Recall with Gain Ratio based on Decision tree

recall: 0.00% (positive class: HLLW)

true HLLP true HLLW class precision
pred. HLLP 4 2 66.67%
pred. HLLW 0 0 0.00%
class recall 100.00% 0.00%

In the next experiment, a model is generated using the features obtained from the feature
selection by applying the relief algorithm. The accuracy, precision and recall has the same values
as obtained from the gain ratio. Tables 4.19, 4.20 and 4.21 show the accuracy, precision and

recall respectively.

Table 4..19: Confusion Matrix based on Relief with Decision Tree

accuracy: 66.67%

class
true HLLP true HLLW precision
pred. HLLP 4 2 66.67%
pred. HLLW 0 0 0.00%
class recall 100.00% 0.00%
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Table 4.20: Precision based on relief with Decision Tree

precision: unknown (positive class: HLLW)

class
true HLLP true HLLW precision
pred. HLLP 4 2 66.67%
pred. HLLW 0 0 0.00%
class recall 100.00% 0.00%
Table 4.21: Recall based on relief with Decision Tree
recall: 0.00% (positive class: HLLW)
class
true HLLP true HLLW precision
pred. HLLP 4 2 66.67%
pred. HLLW 0 0 0.00%
class recall 100.00% 0.00%

The following figure 4.3 shows the comparison of accuracy obtained from experiments 1 to 6 on

the dataset A.

61



Accuracy
80.00%
70.00% 66.67% 66.67% 66.67% 66.67%
p . (o]
A e 60.00% -
cr
¢ ¢ 50.00% -
u e
40.00% -
rn ’ 3330%  3333%
a t 30.00% - H Accuracy
€ % 20.00% -
y 8
e 10.00% -
OOO% — T T T T T
Expl Exp2 Exp3 Exp4 Exp5 Exp6
Experiments

Figure 4.3: Comparison of Accuracy

Summary (Accuracy): In experiments 1 to 6, we have applied feature selection methods namely
Information Gain, Gain Ratio and Relief on dataset A. Each of these feature selection methods
assigns a certain weight to the attributes. The selected attributes are then given as an input to
generate the models namely Naive Bayes and Decision Tree. Now due to the a samller class size,
the accuracy depicted in case of Gain ration and Relief (in exp 2 and exp 3) is less (problem of
overfitting).

The results that are obtained by applying different feature selection methods for generating
model using supervised learning (classification) show that the accuracy of the model being
generated either by naive Bayes or decision tree is same in terms of accuracy. Though the
models generated using gain ratio and relief have lesser accuracy with Naive Bayes than decision
tree model. But overall the results obtained are almost similar. One of the reasons for getting this
result is the dataset used is consisting of 8 samples/instances belonging to 2 different classes of
malware family. This problem of smaller datasets for classification purposes result in the
overfitting problem explained in the beginning of this chapter. In order to obtain a more
significant result from which some inference can be drawn , much larger dataset is needed. The
same has been obtained by applying SQL queries on all the 34 samples/instances of malwares
belonging to the 2 rootkit classes HLLP and HLLW. The SQL queries applied to extract these
features and join the same have been shown in Annexure A of this document. The extracted
dataset which is saved in the excel file with all features/attributes is used to create the table. The
SQL query as part of the dump: 'like list' contains all the features and the frequency of
occurrence is stored as 'count values'. We have picked each table and check against all the
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features to generate the count. (Examples of these can be found at the end of the dump) The SQL
query that is shown in the same annexure for extraction of features compares the existence for
features across samples by performing union and left joins. By doing so, the features that are not
present in the sample are filled with NULL.The dataset thus obtained is termed as dataset B.
Random forest algorithm has been applied on this dataset as it overcomes the problem of
overfitting. Also random forest is insensitive to the number of attributes selected for
consideration of each split of dataset for training and testing the model. If D is the training set
with d attributes, random forest chooses log,d+1 (d is height/depth of the tree). And since the
number of attributes chosen is less for each split, the algorithm is very efficient on larger dataset.

Fig 4.4 shows the block diagram of the methodology being applied to get the dataset B and

generating a model for it.
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Figure 4.4: Block Diagram for methodology Applied on Dataset B
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Figure 4.5 shows the entity-relationship diagram for the dataset B which has 34 instances of

HLLP and HLLW.

Malware Class

Common

Families Instances

Features

Figure 4.5: E-R Diagram for dataset B

2 experiments have been carried out on dataset B for classifiers which are naive Bayes and
Decision tree based. Table 4.23, 4.24 and 4.25 shows the results for accuracy, precision and
recall for naive Bayes model applied on the top 1000 attributes selected using random forest and
ranked using tree importance. Table 4.22 shows the top 10 attributes as per their weight rank

after applying random forest algorithm

Table 4.22: Top 10 attributes by weight as per random forest

Class | Attl | Att2 | Att3 | Att4 AttS Att6 Att7 Att8 | Att9 Att10
HLLP 11 9 0 3 0 0 0 0 0 0
HLLP 128 | 113 2 34 2 1 0 23 0 8
HLLP 528 | 473 3 95 16 8 0 7 0 0
HLLP 13 20 0 0 0 0 0 0 0 0
HLLW 112 | 123 5 28 6 0 0 0 0 0
HLLW 135 | 118 4 33 5 0 0 0 0 0
HLLW 20 79 0 0 0 0 22 0 7 0
HLLW 6 14 0 0 0 0 0 0 0 0
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Table 4.23: Confusion Matrix with Random Forest and Naive Bayes

accuracy: 87.50%

true HLLP true HLLW class precision
pred. HLLP 4 1 80.00%
pred. HLLW 0 3 100.00%
class recall 100.00% 75.00%

Table 4.24: Precision based on random forest and Naive Bayes

precision: 100.00% (positive class: HLLW)

true HLLP true HLLW class precision
pred. HLLP 4 1 80.00%
pred. HLLW 0 3 100.00%
class recall 100.00% 75.00%
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Table 4.25: Recall based on random forest and Naive Bayes

recall: 75.00% (positive class: HLLW)

class
true HLLP true HLLW precision
pred. HLLP 4 1 80.00%
pred. HLLW 0 3 100.00%
class recall 100.00% 75.00%

As per the results obtained for experiment 7 with a much larger dataset as compared to the
dataset used for experiments 1 to 6, it can be inferred that problem of overfitting has been taken
care of since the accuracy of the model has increased. Also, the significant change in the result
of experiment 7 is the values obtained for precision and recall i.e. how useful the results obtained

are and how complete the results are.

The next experiment (experiment 8) is carried out on dataset B using random forest but this time
using the decision tree model. The decision tree model works under the assumption that the
attributes are related to each other. The measure of accuracy of the model obtained using the
validation on training and testing data is an indicator of the existing relation between the

attributes.

Table 4.27, 4.28 and 4.29 show the accuracy, precision and recall for the random forest based
decision tree model. Table 4.26 shows the top attributes as per weights after applying Random

forest on the dataset B.
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Table 4.26: Top 10 attributes as per Random Forest

Class | Attl | Att2 | Att3 | Attd | Att5 | Att6 Att7 | AtS | A9 | Attl0
HLLP | 0 [ 122] o 0 14 1 1 0 0 0
HLLP | 19 | 54 | 10 2 6 23 11 0 0 0
HLLP | 69 | 103 | 30 0 14 78 14 0 8 0
HLLP | 0 | 13 0 0 0 2 0 0 4 0
HLLP | 0 3 0 0 0 0 0 0 0 0
HLLP | 0 | 11 0 0 2 11 0 0 0 0
HLLP | 3 | 68 0 0 0 3 3 0 0 0
HLLP | 1 9 0 0 1 0 0 0 0 0
HLLP | © 8 0 0 1 0 0 0 0 0
HLLP | 0 | 4 0 0 8 0 1 0 0 0
HLLP | 0 7 0 0 0 0 1 0 0 0
HLLP | 0 | 20 1 0 2 5 5 0 0 0
HLLP | © 3 0 0 1 0 0 0 0 0
HLLP | 0 3 0 0 1 0 0 0 0 0
HLLP | 0 | 11 0 0 1 2 1 0 0 0
HLLP | 1 9 0 0 3 1 3 0 0 0
HLLP | 46 | 35 | 21 0 9 37 7 0 12 0
HLLW | 12 | 51 | 15 5 5 44 21 10 4 0
HLLW | 20 | 68 | 22 13 4 49 17 7 4 0
HLLW | 1 | 11 0 0 7 1 2 0 0 15
HLLW | 0 6 0 0 1 0 1 0 0 0
HLLW | 2 | 4 0 0 0 0 1 0 0 0
HLLW | 2 3 0 0 7 0 1 0 0 0
HLLW | 0 | 14 0 0 3 2 1 0 0 0
HLLW | 0 2 0 0 1 0 1 0 0 0
HLLW | 0 1 0 0 0 1 0 0 0 0
HLLW | 0 1 0 0 0 1 0 0 0 0
HLLW | 24 | 44 | 14 1 14 63 13 0 0 0
HLLW | 21 | 72 | 12 1 16 72 14 0 0 0
HLLW | 0 5 0 0 0 1 0 0 0 0
HLLW | 2 9 2 0 4 16 3 0 0 0
HLLW | 1 | 10 1 2 5 9 3 0 0 0
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Table 4.27: Confusion Matrix based on Random forest and Decision Tree

accuracy: 94.17%

true HLLP true HLLW class precision
pred. HLLP 16 1 94.12%
pred. HLLW 1 14 93.33%
class recall 94.12% 93.33%

precision: 95.00%

Table 4.28: Precision based on Random forest and Decision Tree

true HLLP true HLLW class precision
pred. HLLP 16 1 94.12%
pred. HLLW 1 14 93.33%
class recall 94.12% 93.33%
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Table 4.29: Precision based on Random forest and Decision Tree

recall: 95.00%

true HLLP true HLLW class precision
pred. HLLP 16 1 94.12%
pred. HLLW 1 14 93.33%
class recall 94.12% 93.33%

The higher accuracy obtained in this experiment can be used to conclude that there exists a
relation among the attributes. Not only that the decision tree obtained using the model as shown
in figure 4.6 shows that there is a hierarchy amongst the features of the two classes.
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Figure 4.6: Hierarchy amongst the attributes

Figure 4.6 shows that based on the features of the two classes, there does exist a hierarchical
dependency amongst the features. The nodes of the tree in the figure denote the attributes and the
edges denote the frequency value (threshold) when the attribute contributes towards behaviour of
malware to classify the same as belonging to a particular class of malware.

It can be concluded from the experiment that, with the larger size of the dataset B, the
dependency of the attributes on each other in contributing towards the malicious behavior of the
rootkit also increases. The comparison of accuracy in experiments 1 to experiment § is shown in
figure 4.6 which shows that the accuracy has improved when we have used a larger dataset B.
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Figure 4.7: Comparison of Accuracy for Exp 1 to Exp 8

From figure 4.7, we can conclude that with increase in size of dataset,as done in case of dataset
B, we overcome the problem of overfitting as exhibited by earlier accuracy result shown in
figure 4.5. The accuracy obtained on performing experiments 7 and 8 has shown improvement in
the accuracy obtained by the classification models. In addition to that we have also been able to
depict the hierarchical dependency amongst the attributes when we use the decision tree model.

The graph shown in figure 4.8 shows with the increase in time (in seconds), the performance of
finding the accuracy is also increasing.
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Figure 4.9: Time vs Model Generation

To establish that there is a relation amongst not just the attributes of the malware families but
also amongst the chosen classes of rootkit, we have applied bi-clustering on dataset B. When we
applied the LAS bi-clustering algorithm which provided 5 positive clusters from the dataset B
indicating that there is a hierarchy amongst the classes since the bi-clustering algorithms
clusters together attributes and the corresponding the classes adding on a combination of row and
columns in each iteration This experiment is carried out using the MATLAB Tool box provided
by Gupta, et.al., 2013 .The 5 clusters thus obtained signify the fact that there is a hierarchy

amongst the features as well the classes.

The following table (table 4.30) shows the results of Bi-clustering LAS algorithm on data set B:
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Table 4.30: Bi-clusters Score

Bi-cluster No. Size Score

BC#=1 found 1x15732 score=12278.2714
BC#=2 found 2x15732 score=1214.0437
BC#=3 found 1x2083 score=145.6878
BC#=4 found 1x15732 score=75.5204
BC#=5 found 1x15732 score=0.8408

The score in the above table signifies the true positives obtained from the experiments of Bi-
clustering on all the features. A score function based on Bonferroni significance correction is
calculated for each bi-cluster which trades off between the sub-matrix size and average value i.e.
of all the features present in the dataset the score value tells us the no. of features that are
correctly identified in each of the cluster obtained. Also it captures the dynamic behavior of the
malware that when the features are combined with different combinations they behave

differently which is indicated by the different score shown above in table 4.30.

Chapter Discussion: As per the experiments carried out from no. 1 to no. 8 where we have used
feature selection and different classification models. , we can assume that the models show a
varying accuracy (at times low) when the dataset is of (a) smaller size. When we apply feature
extraction by taking into consideration each of the features and class in different tables and
selecting the features using left Join, as done in creating dataset B, we get a larger dataset. Now
with the larger dataset the problem of overfitting is taken care of and we obtain better accuracy
for the models for predicting classes of the malware attributes. In addition, to that we are able to
establish the hierarchy amongst the features of the instances of the malware. The bi-clustering
applied on the same dataset provides us with 5 clusters from the dataset containing 32
samples/instances which helps us to conclude that there exists a relationship amongst the classes
of the malware as well. The different score in the bi-clustering process indicate the dynamic
behaviour of the malware that is the malware behaves differently when they combine with
different features of malware.
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Chapter SConclusion and Future Work
The classification technique used for finding out the malicious behaviour in the rootkit class of

malware is able to predict with false positive rate as low as 3%. The accuracy of 94.17% with
our n gram size equal to 5 is better than the AFS model proposed in (Masud et al. 2007) .Also
the false positive rate of 3% is better than 5.6 % reported by HFS model of (Masud et al. 2007) .
The present work is able to detect a hierarchy amongst the attributes that contribute towards the
malicious behaviour of the rootkit. Though there still exists a lot of scope in improving the
malware detection technique, the technique applied here to establish the relationship can be
applied to other malware families. This can help in generating the counter measure for the

malware family (rootkit) by hindering the attributes to take their effect.

No single machine learning algorithm can predict outcomes for all the problems related to data
mining. We need to consider a combination of models to generate a machine learning algorithm.
Various researches carried out on malware detection techniques have provided the strength and

weaknesses of each.

The no. of variants of malware that are being generated regularly makes the research in the
malware detection technique all the more rigorous. No particular supervised /unsupervised
learning technique can be marked as (a) one in all solution. The work needs to be carried out on
each family of the malware that the computer fraternity is going to face as we progress in the

field of computer science.

In context of the present work, the following are some of the areas which need to be explored

further in improving (please check for improving)upon the detection techniques of malware

Feature selection: Feature selection techniques used in the current work, as per the results gives
a sense that the problem of overfitting is as big a challenge as the curse of dimensionality in the
data mining problems. In order to overcome the problem of overfitting , while extracting the
features using n-gram, choosing a lower value of n may make the dataset voluminous but then

the irrelevance and redundancy of features may creep in.

Classification: It would be interesting to apply Boosting techniques to the problem of detecting
features. Boosting methods (Freund & Schapire 1996),(Schapire et al. 1998),(Soediono 1989)
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improve the classification performance by combining the predictions of knowledge induced from
multiple runs of a learning algorithm. In each iteration, a learning algorithm is focused on those
areas of the training instance space that the learner from the previous iteration found difficult to

predict.

Time and Space Complexity: For academic purposes, we arrived at a conclusion that there exists
a hierarchy amongst the features. The experiment took time in feature extraction, selection
process in addition to build the model for prediction.Time and space consumed by these
processes need to be streamlined in automated framework for detecting malwares and thus

improving the efficiency.

Combining Classifiers: In this work, comparing of classifiers has been done and best accuracy of
the classifier has been considered based on its accuracy. Research needs to be carried out by
combining different classifiers instead of choosing the best classification technique. Also more
classifiers namely bagging, SVM and Neural Networks can be tried out to improve upon the

accuracy of the classification.
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Annexure A

SQL Queries used to extract the attributes and create dataset B
Creation of dataset B

DROP TABLE IF EXISTS "alcaulb’;
/*140101 SET @saved cs client = @Q@character set client */;
/*140101 SET character set client utf8 */;
CREATE TABLE “alcaulb’ (
‘coll’ varchar(78) DEFAULT NULL
) ENGINE=InnoDB DEFAULT CHARSET=utf§;
/*140101 SET character set client = @saved cs client */;

LOCK TABLES "alcauld  WRITE;

/*140000 ALTER TABLE ‘alcauld’ DISABLE KEYS */;

INSERT INTO “alcauld® VALUES ('00000000: 4D 5A 90 00 03 00 00
00 - 04 00 00 00 FF FF 00 00 |MZ ['), ('00000010:
B8 00 00 00 00 00 00 00O - 40 00 00 00 00 00 00 00 | @
['), ('00000020: 00 OO0 0O OO OO OO OO0 0O - 00O OO 0O 00 00 0O OO
00 | '), ('00000030: 00 00 OO 00O 0O 00 0O 00 -
00 00 00 00 B8 00 00 00 | ['"), ('00000040: OE 1F
BA OE 00 B4 09 CD - 21 B8 01 4C CD 21 54 68 | ! L
'Th| '), ('00000050: 69 73 20 70 72 6F 67 72 - 61 6D 20 63 61 6FE
6E 6F |is program canno|'), ('00000060: 74 20 62 65 20 72 75 6E

- 20 69 6E 20 44 4F 53 20 |t be run in DOS |'), ('00000070: 6D
6F 64 65 2E OD OD OA - 24 00 00 00 00 00 00 00 |mode. $
['), ('00000080: B7 12 07 DB F3 73 69 88 - F3 73 69 88 F3 73 69
88 | si si si ['),('00000090: 1A 6C 64 88 F2 73 69 88 -
52 69 63 68 F3 73 69 88 | 1d si Rich si ['), ('000000a0: 00 0O
¢ o0 o0 o00 ©00 00 - 00 0O 0O OO 00 00 00 o00 |
['), ('000000b0O: OO0 OO OO OO OO0 00 OO 00 - 50 45 00 00 4C 01 03
00 | PE L /'), ('000000cO: DI 23 1B 3D 00 00 00 00 -
00 00 00 00 EO 00 OF 01 | # = /'), ('000000d40: OB 01
06 00 00 10 00 00O - 00 10 0O OO 0O 40 00 00 | @
'), ('000000e0: 10 57 00 00 00 50 00 00 - 00 60 00 00 0O 0O 40
00 | W p ) @ 11"),('000000£0: 00 10 00 OO 0O 02 00 00 -
04 00 00 00 01 00 00 00 | ['"), ('00000100: 04 0O
00 00 00O 00 00O 0O - 00 70 00 00 00 10 00 00 | P
['), ('00000110: OO OO 0O OO 02 00 OO 0O - 00 0O 10 0O 00O 10 00
00 | '), ('00000120: OO0 00 10 0O 00 10 00 OO0 -
00 00 00 00 10 00 00 00 | ['), ('00000130: 00 0O
00 00 00 00 OO0 00 - D4 68 00 00 9C 00 00 0O | h
/'), ('00000140: 00 60 00 00 D4 08 00 00 - 00 00 00 00 00 00 0O
o0 | -~ ['), ('00000150: 00 OO OO 0O 00 OO OO 00 -

83



00 00 00 00 00 OO 00 00 | ["), ("*"), ('000001b0:
55 50 58 30 00 00 00 00O - 00 40 00 00 00 10 00 00 |UPXO @
['), ('000001cO: OO OO OO OO OO 04 OO0 00 - 00 00O OO 00 00 00 0O
00 | '), ('000001d0: OO 00 OO 0O 80 00 00 EO -
55 50 58 31 00 00 00 00 | UPX1 ['"), ('000001e0: 00 10
00 00 00 50 00O 00 - 00O OA 00 OO OO 04 00 00 | P
/'), ('000001£0: 00 OO 0O OO 0O 0O OO 00 - 00 OO0 OO 00 40 00 00
EOQ | @ '), ('00000200: 2E 72 73 72 63 00 00 00 -
00 10 00 00 00 60 00 00 |.rsrc ’ ['"), ('00000210: 00 OA
o0 00 00O OE 0O 00 - 00 00 OO 00 OO 00 00 OO0 |
['), ('00000220: 00 OO 0O OO 40 00 OO CO - 00 00 OO 00 00 00 0O
00 | @ ['), ('00000230: 00 00 00O OO 00 OO 00 0O -
00 00 00 00 00 00 00 00 | ["), ("*"), ('000003d0:
00 00 00 00 00O 0O 0O 0O - 00 00 OO 31 2E 32 30 00

1.20 |"), ('000003e0: 55 50 58 21 0C 09 02 08 - 14 BE EB F1 4C
D6 D8 1F |UPX! L ['), ("000003£f0: DE 31 00 00 08 07 00
00 - 00 30 00 00 26 01 00 79 | 1 0O & yIl"),('00000400:
A4 FB Al 92 00 FF 25 14 - 10 40 05 30 64 64 64 64 | 5 @
0dddd| "), ('00000410: 28 0C 10 18 64 64 64 64 - 04 08 00 20 6F
66 64 64 | ( dddd ofddl| '), ('00000420: 1C 24 2C 6B 68 00 11
20 - CD C9 F2 40 00 E8 01 84 | $,kh @ ['), ('00000430:
30 40 BB B3 FF FF 65 EE - 5A 60 B7 9C 49 43 B3 92 0@ e Z°
IC ['), ('00000440: AA 21 68 D3 0C 21 15 01 - 1D 42 39 79 FE
FF 97 38 | 'h ! B9y 81"), ('00000450: 73 50 72 6F 6A 65 63
74 - 31 00 A3 OE A0 0OC 00 74 |sProjectl tl"), ('00000460:
01 06 90 93 DD B6 CO 16 - 41 07 07 D4 15 90 eC C2 | A
1 1"),('00000470: FE 66 44 56 42 35 21 FO - 1F 2A D3 7E 0D B5
ED C9 | fDVB5! * ~ '), ('00000480: 27 OA 00 09 04 38 12 2F
- 50 03 BE 60 5B B3 95 FO |\ 8 /P [ '), ('00000490: FF
00 08 7D 00 E9 06 6B - 46 EE 03 EO 10 40 S9C 78 | } kF @
x|'), ('000004a0: 47 87 6B 1F 40 1A 37 88 - 70 6F 6C 79 A8 Bl
DS B3 |G k @ 7 poly ['"), ('000004b0: 80 25 09 53 8C 14 F5 DB
- BE 2F D8 FF 00 0B EO 13 | % S / ['), ('000004c0: 20
03 05 OB C3 8F B5 AE - 24 87 16 0C 23 74 45 61 | S
#tEal|'), ('000004d0: 00 CC 36 D7 34 CB 6D F4 - 22 03 34 1o 24
44 46 87 | 6 4 m \" 4 SDF |'), ('000004e0: 66 D9 34 5D 58 OB
60 4C - 52 10 70 4D D7 2C 9B 58 |f 4]X "LR pM ,
X|"'), ('000004£f0: 44 12 84 98 OF 5E 5C BD - AE 6B B6 15 03 A8
64 0B |D "N\ k d "), ('00000500: AC 13 6A 2B 77 EC 43
D3 - 03 76 13 8E 53 60 8B F4 | Jj+w C v S° '), ('00000510:
1D 67 D9 1E 7E 4B 18 BA - 08 B9 82 B9 E1 0B 18 9 | g ~K
'), ('00000520: 85 64 27 F4 01 BB 67 1E - A0 6F 67 C7 EE 03 F8
02 | d\' g og ['), ('00000530: 00 B7 7C 10 17 2A 6D 00 -
41 00 B7 6D 85 EE 43 00 | | *m A m C ['"),('00000540: 3A 07
56 BB 9B 00 BF 62 - 0B BA CD DD 36 11 6F 73 |: V b 6
os|"'), ('00000550: 00 79 D5 07 66 05 70 B5 - 9F AC E9 OF 6C 5C
09 65 | v fp 1IN\ el'), ('00000560: 00 6E 00 63 A3 B9 F6
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C2 - CD 07 05 28 00 2C 29 00 | n c ( ,) 1I'"),('00000570:

2E Al 3B 4E 83 8A AC 1F - 00 33 86 D9 78 90 62 00 |. ;N 3
X b |"),('00000580: 2C 20 7F D8 F3 E9 FF DF - 1D 1C OF 0B 22
93 BC 97 |, \" ['), ('00000590: 92 5B 48 97 EC 5F
68 E9 - BD 2C 99 91 07 A4 49 ©oF | [H ~h ,
Io|'), ('000005a0: 01 01 OF AB 18 15 D9 8F - 24 9D 40 AF 76 94
11 4B | S @ v K|["),('000005p0: 35 9F F9 DC 08 53 4F 08
- 2B 10 05 FD 27 FD 82 37 |5 SO + \'" T7]"), ('000005c0: 69
01 80 C9 4D 6F 64 75 - 6C 65 31 BE 7F 33 21 8F |i Modulel
3! '), ('000005d0: 09 6B 65 72 6E 65 6C 33 - 32 0OF 0C 6B 6C 75
oF 4F | kernel32 kluoO]'), ('000005e0: 70 65 6E 23 63 75 73 89
- 4B EE 65 BR AE 38 03 00 |pen#cus K e 8 "), ('000005f0: C5
DO 22 93 Al D8 0C 6B - 4F BF FE 0B CO 74 02 FF | \" kO
t |'),('00000600: EO 68 6B B8 40 22 DO 0D - 1B 6C FB B2 A9 13
B9 47 | hk @\" 1 G|l"'"), ('00000610: 65 78 69 74 43 72 65
4A - 81 0C 32 36 4B 7C DC FF |exitCred 26K| ["), ('00000620:

42 72 C9 E4 90 8F 43 6C - 6F 73 32 C8 58 FB 65 48 |Br Clos?2
X eH|'"), ('00000630: 61 6E 64 BC 43 C8 E8 4D - C9 25 07 FO D4
14 FB AD |and C M % | "), ('00000640: FF 93 27 23 3D FB FC
FA - A0 68 10 A7 38 E1 2B 33 | \'#= h 8 +3|"), ('00000650:
71 B5 22 OF 2F 58 OF 21 - 57 14 67 00 7D B7 B6 FF |g \" /X W
g !} | "), ('00000660: 79 4F AD 33 99 66 CF 11 - B7 44 AA 6C D3
93 1F 5C |y0 3 f D 1 \\|"'), ('00000670: FB 5C 53 D3 03 08
2E AB - 78 03 00 OE 03 <CD 4E 6F | \\S . X
No|'), ('00000680: 92 BB 15 C9 13 DD 34 9B - 9D 0B 2E 1B 13 D5
69 00 | 4 . i |"),('00000690: 72 05 D3 C1 80 3D 10 OD
- 68 22 02 AF 97 BO 74 53 |r = h\" tS|'), ('000006a0: 87
F7 C7 BD 86 71 FE 41 - 36 2E 44 4C 4C 3B 87 93 | g A6.DLL;
|"), ('000006b0: 2D 7B 87 0B D4 AB 00 17 - F5 AD 83 9F 7F 0D 04
38 | —{ 8]'), ('000006c0: FF F5 FE 64 0C 9F oC 0D -
66 DB BA 77 02 04 60 FF | d 1 £ w > ['),('000006d0: A3 17
66 11 13 24 01 B6 - 95 87 EC 71 3C FF 2C 04 | £ S a< ,
"), ('000006e0: FF 9D 15 80 SB 2F DF 27 - FB 4A DB 1C 53 25 28
D4 | / \'"' J S%( |"),('000006f0: FE 01 17 6C 4D F4 FE 1A -
7E E7 FE 08 40 04 C4 FE | 1M ~ ¢ '), ("00000700: OA 13
CO 07 FD FE CO FE - 0B 14 96 E7 B9 B5 6D F9 | m
|"), ('00000710: 61 44 2F OF 36 0D 30 C4 - FE D9 F6 DC 98 40 AA
41 |ab/ 6 0 @ Al'"), ('00000720: 77 5C 40 9C 7B 76 BE B2 -
77 B8 FE FE A4 9E AA 07 |w\\@ {v w | "), ('00000730: 4E
B6 6B E6 44 25 3F C2 - 71 18 71 28 D9 79 16 D9 |N k D%? g g( y
|"), ('00000740: 09 3C 10 A3 6C D8 DF 64 - BO 2D 45 B8 60 38 BA

A8 | < 1 d-E "8 ['"),('00000750: 7E 7B D9 36 04 14 D2 0C -
FD 69 E4 67 68 88 FE EC |~{ 6 i gh ['"), ('00000760: 01 CB
DC 6C E6 3E 9A 61 - 2F 7D 7B Cl 06 61 75 21 | 1 > a/}{

au!l'), ('00000770: OD 39 97 Bl ED 2F EC 74 - 30 FF 6F 02 E8 3B
2C 24 | 9 / t0 o ;,$1"),('00000780: FF 24 FC 3B B4 46 84 42
- 87 FC 22 6C OC 44 CEBl1 | $; FB \"1 D |[|'),('00000790: 7D
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1B 2F FB 13 04 78 19 - 15 6B 07 5A E4 Al FD FB |} / x k Z
['), ('000007a0: 94 68 FE 60 31 41 55 08 - 13 EB DD 6D D7 11 47
FE | h “1AU m G |"),('000007b0: 7E C7 24 01 5B 43 78 FF -
14 13 83 B1 Cl1 C7 EF 01 |~ $ [Cx '), ('000007c0: AB 90
OD 7F DA 8B 58 63 - 05 78 33 19 99 2C B8 ED | Xc x3 ,
['), ('000007d0: D6 27 80 98 FE 0D 88 03 - 5C 05 81 B9 2D 61 3B
19 | \' AN\ -a; |"),('000007e0: 92 7D 10 08 EB 9A B3 06
- 03 24 37 60 2F CE 82 C4 | } $7°/ '), ("O00007£f0: 1o
9B 02 C5 33 CO 67 9A - AE EB F8 D4 73 C4 03 78 | 3 g S
x|"), ('00000800: 68 94 6F EF Bo 63 05 4B - AE 24 04 5D 04 28
50 CB |lh o ¢ XK S$ 1 (\\ ["),('00000810: 00 0D 14 B6 AD BB 75
16 - 08 0D OD 50 47 3E 18 31 | u PG> 1]"), ('00000820:
Bl 1A 6D 1B Al D4 0D FB - A9 04 0C 4D 59 Al 73 37 | m
MY s7]'"), ('00000830: 0OC 35 45 0A 04 EB 07 3A - 45 90 DB ED 5B
38 5D FB | 5E B [8] '), ('00000840: 40 35 0OA 1C 5F 22 O0OcC
6C - 1B 60 AE 90 DB 10 2A 36 [@5 \" 1 ° *6]'), ('00000850:
5F OB 5A OA FD D2 4C 58 - 6C 2A 23 EO FE 1B 48 DC | Z LX1*4#
H |"), ('00000860: 2F 2C DC 06 DC FE 32 F4 - 4C 5D 20 01 32 06
E9 Bo6 |/, 2 L] 2 ['), ('00000870: FD BF Do6 15 10 73 0OA F3
- 08 18 FB FD 31 74 09 14 | s 1t |'), ('00000880: 1F
E7 FB E5 EE 5E 07 EB - F5 0C 30 AE FB FE 31 70 | ~ 0
1p| '), ('00000890: 1D 04 E1 FC 6D 97 6C 18 - 6C 22 50 92 08 00
08 AA | m 1 I\"P | '), ('000008a0: 64 48 3A 77 68 FF 8E
17 - 70 64 B7 91 21 19 6C 60 |dH:wh pd ! 1°]'), ('000008b0:
OE 65 04 68 26 64 EC 19 - B3 FC 75 0D 64 60 73 DF | e hé&d u
d's |"), ('000008c0: 97 49 06 FD 3D 00 17 EB - 09 BF B2 24 5D

3B 76 F4 | I = $l;v '), ('000008d0: 03 BF 02 2F OA 2A 03
6C - 36 24 CD 77 03 04 EA 2A | / * 16$ w *|1'), ('000008e0:
90 7C 5D EC 04 D7 D1 5C - 97 5C 1B BO 2D C8 54 0C | |] AN\
\\ - T |'),('000008f0: 54 7B 04 50 7F AE 1B A4 - 14 46 2E 0A
41 27 21 F5 |T{ P F. A\'! |"),('00000900: 04 91 2D 25 OF
A3 54 48 - 38 CE EE 76 A6 10 9SF 1E | -% THS8 v
'), ('00000910: OB OB 5F 31 4C FF CO 0C - 01 F9 40 4E 29 29 04
4c | 1L @N)) L|'"), ('00000920: OE E4 E4 90 29 0C 05 05 -
64 48 SE 43 3C 3C 44 39 | ) dH C<<D9]'"), ('00000930: 64 40

1E 05 04 44 05 0C - 20 27 63 OB 8F 0D 02 01 |de@ D \'c
['), ('00000940: FB 92 7C 02 04 44 0D 68 - 9D 9D 7C 31 SA 02 1F
9D | | Dh |1 ['), ('00000950: 51 OD OE 95 BE DF DB 80 -
E8 99 86 57 20 94 09 F4 |Q W '), ('00000960: D8 FB
86 8D 6E E8 OF 1F - 96 OF 15 71 D8 FE 3C 6C | n q
<lf"), ('00000970: 03 FD BA 1B 5C 22 33 12 - 07 08 12 94 0B OA
10 E3 | N3 ['), ('00000980: EE B7 DO 29 3C 29 94
11 - F5 03 56 C7 1C 48 AD 84 | ) <) v H ['),('00000990:
5¢ D9 7B 07 OA 11 70 28 - 05 1E 1A 03 8C 06 90 09 | _ { p(
['), ('000009a0: E4 OD 64 30 5A 41 96 41 - 30 64 70 48 26 90 33
4D | dOzZA AOdpH& 3M|'), ('000009p0: 12 2C OE 10 72 589 EE 12 -
37 04 85 9C 3C 48 09 04 | , «rY 7 <H ["'),('000009c0: 12 6D
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DC 5E B7 14 AD OF - FF OD A4 00 02 74 35 32 | m *
t52'), ('000009d0: 36 61 FF 5C 05 14 38 D3 - 34 4D D7 C7 4C 03
78 34 |6a \\ 8 4M L x4|'), ('000009e0: 5C 54 4D D3 34 4D 68
74 - 58 70 50 64 34 4D D3 34 |\\TM 4MhtXpPd4M 4|'), ('000009f0:
48 6C 2C 30 40 EO 35 4D - D3 44 60 3C 24 54 6C AD |H1,0Q 5M
D'<$ST1 |'), ('00000a00: 09 1C 8D 23 3B 03 DC 6C - B5 42 CB 3E
96 96 E7 E4 | #; 1 B > |'), ('00000al0: 33 20 4D D7 CC 00
E9 CC - 9E C2 A0 22 29 DB BB 90 |3 M \")
|'), ('00000a20: 51 44 14 Al 38 8A 0A 61 - OF BF 2C DB 07 04 02
FF |QD 8 a , '), ('00000a30: 56 02 78 OE 11 02 01 44 -
6C BF 6D ED FF 6C 46 75 |V x Dl m 1Ful|'), ('00000a40: 6E 63
74 69 6F 6E 43 61 - OB 1F 58 13 5F 5F 76 62 |nctionCa X
__vb|'"), ('00000a50: 61 B2 8D 51 FC 45 78 63 - 65 70 74 69 72
16 60 B6 |a Q Exceptir ° |'), ('00000a60: FF 39 8A BB 23 45 6E
67 - 69 6E 65 12 3A 97 23 74 | 9 #Engine : #t|'), ('00000a70:
DB 40 64 05 6B 02 5B 50 - 45 4C 01 50 FC 87 FC 03 | @d k [PEL
P |'), ('00000a80: 00 D1 23 1B 3D EO 00 OF - 01 OB 01 06 9B
EC 9D 8D | # = |'), ('00000a90: D4 20 13 90 OB OF 40
OB - 24 4F 44 37 03 04 3F 00 | @ SobD7 2 |'), ('00000aal:
EB 66 ED D9 40 17 EC 01 - 15 61 0OC 10 07 F2 12 7A | £ @ a
z|'), ('00000ab0: 03 06 DD A4 1E AF 4A 2E - CF 28 30 C8 08 28
02 7E | J. (0O ( ~|"),('00000ac0: 20 FB 66 A2 64 38 27 2E
- 74 65 78 74 85 30 9B 6D | f d8\'.text 0 m|'"), ('00000ad0: 4C
OF 2B 03 83 91 A0 F3 - CB 20 60 2E 64 61 74 23 |L +
“.dat#]'"), ('00000ae0: BO BF 5B 60 4B F2 CO 2E - 72 73 72 63 00
C3 B6 90 | ['K .rsrc |"), ('00000af0: 2D 61 30 2B 27 02 30
00 - 80 7B 1A 2B 1F 60 09 01 |-a0+\" 0 { + ° "), ("00000b0OO0:
00 00 00 00 00O 00 20 FF - 00 OO OO 0O OO 0O 00 00 |
|"), ('00000b10: 60 BE 00 50 40 00 8D BE - 00 CO FF FF 57 83 CD
FF |~ P@ W "), ("00000b20: EB 10 90 90 90 90 90 90 -
8A 06 46 88 07 47 01 DB | F G |"),('00000b30: 75 07
8B 1E 83 EE FC 11 - DB 72 ED B8 01 00 00 00 |u r
|'), ('00000b40: 01 DB 75 07 8B 1E 83 EE - FC 11 DB 11 CO 01 DB
73 | u s|'"), ('00000b50: EF 75 09 8B 1E 83 EE FC -
11 DB 73 E4 31 C9 83 E8 | u s 1 '), ("00000b60: 03 72
OD C1 EO 08 8A 06 - 46 83 FO FF 74 74 89 C5 | r F tt
|'), ('00000b70: 01 DB 75 07 8B 1E 83 EE - FC 11 DB 11 C9 01 DB
75 | u ul'), ('00000b80: 07 8B 1E 83 EE FC 11 DB -
11 ¢9 75 20 41 01 DB 75 | ulA ul'"), ('00000b90: 07 8B
1E 83 EE FC 11 DB - 11 C9 01 DB 73 EF 75 09 | s u
|"), ('00000bal0: 8B 1E 83 EE FC 11 DB 73 - E4 83 Cl1 02 81 FD 00
F3 | s ['), ('00000bb0: FF FF 83 D1 01 8D 14 2F -
83 FD FC 76 OF 8A 02 42 | / \% B|l'), ('00000bc0: 88 07
47 49 75 F7 E9 63 - FF FF FF 90 8B 02 83 C2 | GIu c
|"), ('00000bd0: 04 89 07 83 C7 04 83 E9 - 04 77 F1 01 CF E9 4C
FF | w L |'),('00000be0: FF FF 5E 89 F7 B9 01 00 -
00 00 8A 07 47 2C E8 3C | " G, <|"), ('00000b£f0: 01 77
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F7 80 3F 01 75 F2 - 8B 07 8A 5F 04 66 Cl1 E8 | w ? u _ t
['), ('00000c00: 08 C1 CO 10 86 C4 29 F8 - 80 EB E8 01 FO 89 07

83 | ) ['), ('00000cl1l0: C7 05 89 D8 E2 D9 8D BE -
00 30 00 00 8B 07 09 CO | 0 '), ("00000c20: 74 45
8B 5F 04 8D 84 30 - D4 58 00 00 01 F3 50 83 |tE 0 X P
'), ("00000c30: C7 08 FF 96 10 59 00 00 - 95 8A 07 47 08 CcO 74
DC | Y G t |"),('00000c40: 89 F9 79 07 OF B7 07 47 -
50 47 B9 57 48 F2 AE 55 | vy GPG WH UJ|'), ('00000c50: FF 96
14 59 00 00 09 cO - 74 07 89 03 83 C3 04 EB | Y t
['), ("00000co0: D8 FF 96 18 59 00 00 61 - ES 23 B8 FF FF 00 00
00 | Y a # ['), ('00000c70: 00 OO OO OO OO 0O 0O 0O -
00 00 00 OO0 00 OO 00 00 | ['), ("*"'), ('"00000e00:
00 00 00 00 DO 23 1B 3D - 00 00 OO0 OO OO 00 03 00 | # =
['), ('00000el0: 03 00 OO OO 28 00 OO0 80 - OE 0O 00 00 c8 00 0O
80 | ( '), ("00000e20: 10 00 OO OO 08 01 00 80 -
00 00 00 00 DO 23 1B 3D | # =|"), ('00000e30: 00 0O
00 00 00 00 03 00 - 31 75 00 OO0 50 00 00 80 | lu P
['), ('00000e40: 32 75 00 00 78 00 00 80 - 33 75 00 00 A0 OO 0O
80 |2u x 3u '), ('00000e50: 00 00 OO0 00 DO 23 1B 3D -
00 00 00 OO0 00 OO 01 00 | # = ['), ('"00000ec0: 00 0O
00 00 ©8 00 00 00 - 4C 61 00 00 30 01 00 0O | h La 0
['), ('00000e70: BO 04 00 00O 00 OO0 OO OO - OO OO 00 00 DO 23 1B
3D | # =1"), ('00000e80: 00 00 OO0 OO0 0O 00 01 00 -
00 00 00 00 90 OO 00 00 | '), ("00000e90: 80 62
o0 00 E8 02 00 00O - BO 04 00 OO 00 00 0O ©0O | Db
['), ('00000ealb: 00 OO OO OO0 DO 23 1B 3D - 00 00 00 00 OO0 OO O1
00 | # = ['), ("00000eb0: 00 OO0 OO0 OO B8 00O 00 OO -
6C 65 00 00 28 01 00 00 | le ( '), ("00000ec0O: BO 04
00 00 00 OO 00 OO - 00 OO0 OO 00 DO 23 1B 3D | #
=|"), ('00000edO0: 00O 0O 00O OO OO OO 01 OO - 01 OO 0O 00 EO 0O
00 80 | '), ('"00000eeO: 00 OO0 00 00 DO 23 1B 3D
- 00 00 00 00 00 00 01 00 | # = '), ("00000ef0: 00
00 00 00 F8 00 00 OO0 - 98 ©6 00 00 30 00 00 0O | £f 0
['), ('"O0000£00: BO 04 00 00O 00 OO0 OO OO - OO 0O OO0 00 DO 23 1B
3D | # =|"), ('00000£f10: 00 00 OO 00 OO 00 01 00 -
01 00 00 00 20 01 00 80 | ['), ("O00000£20: 00 0O
00 00 DO 23 1B 3D - 00 00 00O 00 00 00 01 00 | # =
['), ("00000£30: 09 04 00 00 38 01 00 OO - CC 66 00 00 08 02 0O
00 | 8 f '), ('"00000£40: BO 04 00 00O 00 00 00 0O -
98 37 00 00 28 00 00 00 | 7 ( ['), ("00000£50: 20 00
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27 CE 07 98 F8 BE 83 7B | -1 {n\' {1"), ("O000f££fd0: AF
C5 5E 7C 49 8D 78 FB - 92 A0 0C 53 5A 93 57 76 | "I x SZ
Wv|]"'"), ('"0O000ffe0: A5 A2 68 44 70 44 83 3C - A3 D6 3C E9 87 FC
OA Al | hDpD << '), ("O000£££0: 6D C1 20 96 6B 7A 67 65 -
18 56 5D F7 2D 36 06 F9 |m kzge V] -6 "), ('00010000: 67 76
D8 A8 39 3C FF 26 - 48 87 E9 DD 32 31 36 39 |gv 9<&H
2169]"), ('00010010; ") ;

/*!140000 ALTER TABLE ‘alcauld’ ENABLE KEYS */;

UNLOCK TABLES;

Extracting Attributes

SELECTtabkey.rl,

result.atcpa,result2.badby,result3.detori,resultd.detroie, rdug
ert.dugert, rbora.bora, rclay.clay, rcranba.cranba, rcranbb.cranbb
,rcrystala.crystala, rcrystalb.crystalb,rdelfa.delfa,rdelfb.del
fb,rdelfd.delfd, rdelfe.delfe, rdelvi.delvi, rdetroied.detroied, r
esult5.hllwaulaa, result6.hllwaulab,result7.hllwghotexa,result8
.hllwghotexb,r.hllwacoolaa,rhllwacoolab.hllwacoolab,rhllwalcau
la.hllwalcaula,rhllwalcaulb.hllwalcaulb,rhllwantigfxa.hllwanti
gfxa,rhllwantigfxb.hllwantigfxb, rhllwpoetas.hllwpoetas,rhllwpo
etasb.hllwpoetasb,rhllwrologa.hllwrologa,rhllwrologb.hllwrolog
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b,rhllwrologf.hllwrologfFROM (SELECT rl FROM resultUNIONSELECT
rl FROM result?2

UNIONSELECT rl FROM result3UNIONSELECT rl FROM
result4UNIONSELECT rl FROM rdugertUNIONSELECT rl FROM
rboraUNIONSELECT rl FROM rclayUNION

SELECT rl FROM rcranbaUNIONSELECT rl FROM rcranbbUNIONSELECT
rl FROM rcrystalaUNIONSELECT rl FROM rcrystalbUNIONSELECT «rl
FROM rdelfaUNIONSELECT rl FROM rdelfbUNIONSELECT rl FROM
rdelfdUNIONSELECT rl FROM rdelfeUNIONSELECT rl FROM
rdelviUNIONSELECT rl FROM rdetroiedUNIONSELECT rl FROM
result5UNIONSELECT rl FROM result6UNIONSELECT rl FROM
result7UNIONSELECT rl FROM result8 UNIONSELECT <rl FROM
rhllwacoolaaUNIONSELECT rl FROM rhllwacoolabUNIONSELECT «rl
FROM rhllwalcaulaUNION

SELECT rl FROM rhllwalcaulbUNIONSELECT rl FROM
rhllwantigfxaUNIONSELECT rl1 FROM rhllwantigfxbUNIONSELECT «rl
FROM rhllwpoetasUNIONSELECT rl FROM rhllwpoetasbUNIONSELECT rl
FROM rhllwrologaUNIONSELECT rl FROM rhllwrologbUNIONSELECT rl
FROM rhllwrologf ORDER BY rl) as tabkeyLEFT JOIN

result on tabkey.rl = result.rlLEFT JOINresultZ2 on tabkey.rl =

result2.r1LEFT JOINresult3 on tabkey.rl = result3.rl1LEFT
JOINresult4 on tabkey.rl = resultd4d.rlLEFT JOINrdugert on
tabkey.rl = rdugert.r1LEFT JOINrbora on tabkey.rl =
rbora.r1LEFT JOINrclay on tabkey.rl = rclay.rlLEFT JOINrcranba
on tabkey.rl = rzrcranba.rlLEFT JOINrcranbb on tabkey.rl =
rcranbb.r1LEFT JOINrcrystala on tabkey.rl = rcrystala.rlLEFT
JOINrcrystalb on tabkey.rl = rcrystalb.rlLEFT JOINrdelfa on
tabkey.rl = rdelfa.r1LEFT JOINrdelfb on tabkey.rl =
rdelfb.r1LEFT JOINrdelfd on tabkey.rl = rdelfd.r1LEFT
JOINrdelfe on tabkey.rl = rdelfe.r1LEFT JOINrdelvi on
tabkey.rl = rdelvi.rlLEFT JOINrdetroied on tabkey.rl =
rdetroied.r1LEFT JOINresult5 on tabkey.rl = resultb.rlLEFT
JOINresult6 on tabkey.rl = result6.r1LEFT JOINresult7 on
tabkey.rl = result7.rl1LEFT JOINresults8 on tabkey.rl =
result8.r1LEFT JOINrhllwacoolaa on tabkey.rl =
rhllwacoolaa.r1LEFT JOIN

rhllwacoolab on tabkey.rl = rhllwacoolab.r1LEFT
JOINrhllwalcaula on tabkey.rl = rhllwalcaula.r1LEFT
JOINrhllwalcaulb on tabkey.rl = rhllwalcaulb.r1LEFT
JOINrhllwantigfxa on tabkey.rl = rhllwantigfxa.r1LEFT
JOINrhllwantigfxb on tabkey.rl = rhllwantigfxb.r1LEFT
JOINrhllwpoetas on tabkey.rl = rhllwpoetas.r1LEFT
JOINrhllwpoetasb on tabkey.rl = rhllwpoetasb.r1LEFT
JOINrhllwrologa on tabkey.rl = rhllwrologa.r1LEFT
JOINrhllwrologb on tabkey.rl = rhllwrologb.r1LEFT
JOINrhllwrologf on tabkey.rl = rhllwrologf.r10ORDER BY
tabkey.rl;
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